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Conceptual View of NACIO 

Hardening security for existing PCS Networks 
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 Low Medium High 

Component <$1,000 $1,000-$10,000 >$10,000 

Engineering Drop-in Moderate Modification Complete System Design Lifecycle 
Bandwidth/Network  

Burden None-Passive Only Moderate Traffic Medium 
Overhead Heavy Traffic Large Overhead 

Training No Training Required Moderate Training Intensive Training Additional Staff-
ing may be required 

Maintenance and Operation < 1 hour per week < 5 hours per week > 5 hours per week 

Component Readiness 
Network Camera Commercially Available 

Authentication Mechanism Commercially Available 

Location Server Commercially Available 

Security Appliance Bench Tested 

Security Monitor Bench Tested 

 

Researcher Contact Information 
Sam Clements samuel.clements@pnl.gov 
Mark Hadley mark.hadley@pnl.gov 
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