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Access Policy Tool (APT)

Survivability and Recovery of Process Control Systems

Monitoring tools for field level networks

Overview
The Access Policy Tool (APT) developed by the University of Illinois supports 
secure operations by assessing whether the system of �rewall rule-sets and host 
policy enforcement mechanisms correctly implements the desired access con-
straints.  In particular, APT can automatically check an enterprise �rewall system 
for compliance with best practice security  
recommendations for con�guration.

What are firewall rule-sets?

The �rewall is a critical asset in the 
protection of a network. The rule-set 
of a �rewall con�gures it to provide 
customized protection based on the 
network assets. Network �rewalls 
can block various tra�c by protocol, 
such as �le transfer and NetBIOS. 
For example, blocking of NetBIOS 
prevents users outside the �rewall 
from accessing shared directories 
on the corporate network, but only 
if the �rewall is con�gured prop-
erly. More complicated rules can 
separate the network into secure 
zones that limit user and application 
access between zones.  For example, 
network tra�c between the business 
network and the process control net-
work can be limited to that which is 
required and in the required direc-
tion of �ow.

Most companies con�gure �rewalls 
to “deny all, permit none” with a 
few exceptions. The reality is that 
there are no generic rules that �t 
all. The speci�c architecture of the 
system (e.g., the use of demilitarized 
zones) will determine which rules 
should be con�gured for e�ective 
security at a given site.Features

APT considers not only �rewall rule-sets but also host policies.  The tool uses 
e�cient algorithms to check for compliance with respect to global access con-
straints.  APT provides fast online monitoring of policy implementation to cus-
tomers.

The tool can be used on large-scale process control systems (PCS) and corporate 
network interface systems as follows:

and augment online security monitoring

Key Benefits

existing policy implementations or to 
architect new implementations that 
meet desired global policy constraints

actually implemented with security 
policy that is intended (based on 
business needs and use)

in local policies that lead to global 
policy violations

The University of Illinois is one of the world’s leading universities in computing and information 
trust. The researchers are active participants in the Information Trust Institute (ITI), which provides 
national leadership combining research and education with industrial outreach in trustworthy and 
secure information systems. See www.iti.illinois.edu
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Overview
The Access Policy Tool (APT) developed by the University of Illinois at Urbana-Champaign (UIUC) sup-
ports secure operations by assessing whether the system of firewall rule-sets and host policy enforce-
ment mechanisms correctly implements the desired access constraints.  APT enforces separation 
between the Process Control Network and the rest of the system, thereby preventing cyber attacks.

What are firewall rule-sets?

The firewall is a critical asset in the protec-
tion of a network. The rule-set of a firewall 
configures it to provide customized protec-
tion based on the network assets. Network 
firewalls can block various traffic by 
protocol, such as file transfer and NetBIOS. 
For example, blocking of NetBIOS prevents 
users outside the firewall from access-
ing shared directories on the corporate 
network, but only if the firewall is config-
ured properly. More complicated rules can 
separate the network into secure zones 
that limit user and application access 
between zones.  For example, network 
traffic between the business network and 
the process control network can be limited 
to that which is required and in the required 
direction of flow.

Most companies configure firewalls to 
“deny all, permit none” with a few excep-
tions. The reality is that there are no 
“generic’’ rules that “fit all.” The specific 
architecture of the system (e.g., the use of 
demilitarized zones (DMZ)) will determine 
which rules should be configured for effec-
tive security at a given site.

Key Benefits
APT considers not only firewall rule-sets but also host policies.  It uses efficient algorithms to check for 
compliance with respect to global access constraints.  APT provides fast online monitoring of policy 
implementation to customers.

The product can be used on large-scale process control systems (PCS) and corporate network  
interface systems.

The product will initially focus on common commercial technologies:
• Ethernet®, TCP/IP, Windows®, Linux, and Cisco firewalls.
• It may be adapted to proprietary technologies as needed.

The tool can be used:
• Before deployment as a system design aid 
• In an operational system to find problems with global access compliance and augment online  

security monitoring

Features
• Can be used to verify correctness of existing 

policy implementations or to architect new 
implementations that meet desired global 
policy constraints

• Able to compare security policy that is actu-
ally implemented with security policy that is 
intended (based on business needs and use)

• In online mode, can detect changes in local 
policies that lead to global policy violations
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UIUC is one of the world’s leading universities in computing 
and information trust. The researchers are active participants in 
the Information Trust Institute (ITI), which provides national 
leadership combining research and education with industrial 
outreach in trustworthy and secure information systems. See 
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The I3P is managed by Dartmouth College. 

Technical Description
Based on the data �ow, host policies, and �rewall rule-sets, 
APT provides: 

and data �ow  among enforcement rules.

 - Network layer - Modeling the PCS network topology 
and �rewall rule-sets.

 - Host layer - Modeling the access control mechanisms 
within the constituent hosts in the PCS network, as well 
as the host layer graphs linked to host nodes in the net-
work layer.

 - exhaustive analysis or scalable statistical analysis.
  - root cause of violations identi�ed.

on sensitivities; e.g., process control network, personnel 
information, business/competition sensitive.

Low Medium High

Component <$1,000 $1,000-$10,000 >$10,000

Engineering Drop-in Moderate  
Modification

Complete System 
Design Lifecycle

Bandwidth/Network 
Burden

None-Passive 
Only

Moderate Traffic, 
Medium Overhead

Heavy Traffic, 
Large Overhead

Training
No Training 
Required Moderate Training

Intensive Training.  
Additional Staffing 
May be Required.

Maintenance and 
Operation

< 1 Hour Per Week < 5 Hours Per 
Week

> 5 Hours Per 
Week

Summary of Costs

Functional Description
Global access constraints specify a subset of the global secu-

rity policy: 
-

tocols and  restrictions by network address range.

what rules are used; internal, main, and border �rewalls 
should be more restrictive the closer they get to the WAN.

devices, and user workstations should be standardized in 
order to provide consistent security.

There are published guidelines (i.e. National Infrastructure 
Security Co-ordination Centre (NISCC)’s good practice 
guide on �rewall deployment for SCADA and process con-
trol networks) to facilitate development of unique rule-sets 
for an operating site. For example, a general rule listed in the 
NISCC’s document reads, “all permit rules should be both 
IP address and TCP/UDP port speci�c, and stateful if appro-
priate.” Subsequently, a  knowledgeable network site admin-
istrator would determine the enabling and disabling granted 
on a case-by-case basis. 

-
tions, converts to XML for consistency; format is speci�ed 
by schema.

policy of the PCS, as implemented via local rule-sets, 
matches the desired global policy speci�cation.

-
work topology.

are violated. For each violation it reports all source/desti-
nation entities involved in the violation, the implemented 
rules that permit the violation, and the tra�c attributes 
involved in the violation.

The output “screen” indicates:

Technology Transfer and Readiness: Bench-tested.

For more information about the Survivability and Recovery of
Process Control Systems project, visit:

http://www.thei3p.org/research/srpcs.html
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