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PREFACE

The Institute for Information Infrastructure Protection (I3P) was foundé&kptember 200hy the

Department of Homeland Security (DH& a consortium of government, academic, and nonprofit
institutions to coordinate research and development efforts in information infrastructure protection. The I3P

is managed by Dartmouth College with funding from DHS and the National InstitutedafdStand
Technology.Partnersnust be institutions that work in the public interest. The 27 such institutions that are
current partners ncl ude Massachusetts Il nstitute of Techn
Corporation, Pacific Northwest Natiohaboratory, Sandia National Laboratories, SRI Internatiamnal,

United States Military Academy at West Point, the University of lllinois-Chldamgaignand the

University of Tulsa

The I13P haded a series o€search projexinvestigating ways towance the security of process control
systems (PCS), which are crucial to many critical infrastruCtneesf the current projects, Survivability

and Recovery of Process Control Systems, extends the work of previous projects by addressing ways to
increase the resiliency of PCS systems in the event of a cybeil hitaddsaah report describéke work

performed by The MITRE Corporatias part of the project team.

The authos wish toacknowledge tHarge number of peopleho contributecboth to the advancement of
RiskMAP and to the content of this rep®rin particular, Shimson Berkovits, Sheldon Durrant, Peter
Kertzner, Bruce Lamar, Leonard MaakglJeff Picciotto Many thanks go to these people for lending their
knowledgetheir passion, thahsightand their frankness to the sensitivity analysis and the extérisen
methodologyo treat security issues of confidentiality.



EXECUTIVE SUMMARY

As part oSurvivability antd Bdedvery BESproject The MITRE Corporatiorconducteda
sensitivity analysis of its RigkVission Assessment Process (RiskMAP) methodalutgleveloped an
extension t&RiskMAR to address Confidentiality as a security issue along with latebAtailability

The initial purpose of the sensiy analysis was to determine the range of conditions under which

Ri sk MAP&6s <calculation of rel ative wei g-prégserving or Ta.
operations. Over the course of the sensitivity analysis, the RiskMAP team reeXaraineine t hodol o g
mathematical foundations and the techniques used to generate the primary RiskMAR aieifecidency

network and a series of Parstiyle charts that ragkder Mission Objectives, Tasks, Information Assets,

and Network Nodes.

Whilethe sensitivity analysis confirmed that the RiskMAP application of Analytic Hierarchy Process (AHP)
techniques is sound, the application of Quality Function Deployment (QFD) mexjhods care to avoid
oversimplificationand misinterpretatioof the Rareto charts A number of refinements are developed and
described that allow the user to identify and portray the criticality of each Task, Asset, or Node to a single
Mission Objective.

The RiskMAP team also develdpa methodological extension to enabdparate treatment of
Confidentiality, Integrity and Availabilityl{&) within the basic RiskMAP framework. By introducing
vectors to represent criticality and risk values with respelciati@® extensioretains the overall character
of the currentapproach. However, the change does increasenipéexity and theéata input load for the
user. The RiskMAP team explored one possible implemetitatizould limit the added complexity and
data input load by a custiaedMSExcel GUI backed up byMS Accesdata base.

The results of the teamds work provide i mproveme
future RiskMAP application.



ACRONYMS AND ABBREVIATIONS

AHP
AMP

C#
CS2SAT
Cl-A
COBIT
COM
CVE

DB

DHS
DIACAP
DLL
DoD
FIPS
FISMA
GUI

I3P

IA CAT
ID

ISO

IT
MAAP
MORDA
MS
NIST
OCTAVE
PCS
QFD

Analytic Hierarchy Process

Assessment Management Platform

C Sharp programming language

Control System Cyber Security-Bsfessment Tool
Confidentiality, Integrity and/or Availability

Control Objectives for Information and related Technology
Component Object Model

CommonVulnerability Enumeration

Data base

Department of Homeland Security

Department of Defense Information Assurance Certification and Accreditation Proce
Dynamic Linked Library

Department of Defense

Federal InformatioRrocessing Standards Publication
Federal Information Security Management Act

Graphical User Interface

Institute for Information Infrastructure Protection
Information Assurance Compliance Assessment Tool
Identifier

Internaional Standards Organization

Information Technology

Mission Assurance Analysis Protocol

MissionOriented Risk and Design Analysis

Microsoft

National Institute of Standards and Technology
Operationally Critical Threat, Asset, and Vulnerability Evaluation
Process Control System

Quality Function Deployment

RAMCAP Risk Analysis And Management For Critical Asset Protection

RAPSA
RiskMAP
SEMS
UML
VSAT
XML

Risk Analysis and Probabilistic Survivability Assessment
Riskto-Mission Assessment Process

Security and Emergency Management System
Universal Markup Language

Vulnerability Self Assessment Tool

eXtensible Markup Language
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SECTION 1:INTRODUCTION

As part of its role in I3kd research on enhancing PCS secthigyITRE Corporation proposed in 2008

to conduct a sensitivity analysis of its-Ridkission Assessment Process (RiskMAP) methodology and to
extend RiskMAP to address Confidentialityg ascurity issue along with Integrity and Availability. This
report details the results of this work.

Previous results reported i) have explored scalability @addinality, and much of that work is referenced
in this reprt either explicitly or implicitly. The reader is encouraged to become familiar with the referenced
work in order to have the best appreciation of the current report.

This report is organized as follows: Following the introduction in Section 1, ithétysamslysis is
discussed in Section 2. The topic of treating Confidentiality issues with the RiskMAP methodology is
addresskin Section 3, and this is followed in Section 4 with a list of conclusions.

The sensitivity analysis and the confidengalignsion were undertaken as parallel efforts. For that reason,
Section 3 does not build on Section 2. However, the ideas presented in the two sections can be combined
into a single implementation.

1The former looked at how well the RiskMAP method handles a large enterprise; the latter examined the scale values
being used for evaluating the criticalifijagks, hformationAsses and\etworkNodes.
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SECTION 2: RISKMAP REVISITED

Within the scope of the I3P PCS Security projects, the RiskMAP methodology has been applied to large and
small cases within the Oil and Gas sector of the critical national infrastructure. InRiddM&®, has

been applied to a number of other cases in the government sector by other project teams. Based on the
increasing interest in the methodology, The MITRE
that due diligence called for a new enatioih of the method. Initially undertaken as a sepsatnatysis,

the study grew to include a review of the fundamental mathematics underlying the methodology

2.1 Motivation

The initial purpose of the sensitivity analysis was to determine the range of conditions under which
Ri sk MAP&6s <calculation of rel ative wei g-prégserving or Ta.
operations. This is important since an increasinger of users find the Pareto charts to be highly valuable

for situational awareness and for decision support. Over the course of the sensitivity analysis, the RiskMAP
team reexamined the mathematical foundat@nthe Pareto chast §enerationand, infact, for the

construction of the dependency paths that are the hallmark of the RiskMAP .appheatbllowing
sections trace the teamds examination of Matrix 1
adaptation of Quality Function Deyinent (QFD) techniques in Matricés4

2.2 Matrix 1

As explained irfl) the purpose of Matrix 1 is to captilhe view of the user regarding the relative
importance oMissiort Busines®©bjective when taken a pair dirae Refer td-igurel below, showing a

typical case of Matrix 1. Having already enterdighior Busines©bjective to be compared, the user is

asked to supplvalues for their comparison from the scale at the upper left of the figure. As explained by
AHPO3s creat o®)t hTomd s nHaanten t a lasesand implidit sdale whictsvalld t o
reveal theomparadve weightgiven tathe Missiort Busines®bjective. Saaty also observe@)ithat non

integer values may be used to compare items that are very close in value to one another. Such practice has
been part of the field usesRiskMAPas illustrated by tlexample ifrigurel.

SCALE

1=Row is EQUALLY IMNPORTANT to Column

2 =Row is SLIGHTLY MORE IMPORTANT than Column

4 = Row is SIGNIFICANTLY MORE IMPORTANT than Column

3
=
o =
O (=9
8| ¢
8 = Row is FAR MORE IMPORTANT than Column 2| % | o
0] o £ Normalized
(Use reciprocals for LESS IMPORTANT cases) 5|5 | =& Relative
) n n Sums Weights
Stay Safe 1 1.25 ] 1.75 4.000 0.422
Stay Profitable 8 1 14 3.200 0.337
Stay in Compliance 57 71 1 2.286 0.241
Total »> 9.486 1.000

Figure 1- Typical case of Matrix 1

In an important departure frotypical AHP implementations, RiskMaforcesconsistency among the

values that fill up Matrix 1. Where normally a user would be asked to provide values for all 16 of the cells
used above for comparison scores, RiskMAP only allows user inputnishtiad cells in the first row.

The cells along the diagonal ¢ o rMissidr Busirle§€bjeckive c a u s e



to itself. All entries below the diagonal are reciprocals of their gposite the diagonéla standard

AHP practice The departure is that all super diagonal elements below the first row are derived from the
entries in the first row. For example, compdDibjgctivel to Objective2 yields a value of 1.25 while a
similar comparison @bjectivel to Objective3 yield a value of 1.75. The compariso@Ilojective2 to
Objective3 can be found from the ratio of 1.75 to 1.25, or Th¥s is a condition which must be met in

order for the model to be internally consistémt.observable feature of model consisterttyithe ratio

of any twoObjective 6 r e | a tremaires they saing ds additid@iagjlective are addetb the model.

Figure2 throughFigure5 below illustrate that concept

SCALE:
1 = Row is EQUALLY IMPORTANT to Column
2 = Row is SLIGHTLY MORE IMPORTANT than Column
4 = Row is SIGNIFICANTLY MORE IMPORTANT than Column
8 = Row is FAR MORE IMPORTANT than Column - ~ ® < o
(Use reciprocals for LESS IMPORTANT cases) Q g o @ @
5| 313|338
Q Q O Q (OX Relative
o o e} e} o . .
[e) o o o o Weights  Ratios
Objective 1 1 2 3 0.667
Objective 2 0.5 1 1.5 0.333] 2.0 (Obj1:0bj2)
Objective 3 (Obj2:0hbj3)
Objective 4 (Obj3:0bj4)
Objective 5 (Obj4:0bj5)
4.5 1.000
Figure 2 - Two Objectives
SCALE:
1= Row is EQUALLY IMPORTANT to Column
2 = Row is SLIGHTLY MORE IMPORTANT than Column
4 = Row is SIGNIFICANTLY MORE IMPORTANT than Column
8 = Row is FAR MORE IMPORTANT than Column gl o]l ol < | w
(Use reciprocals for LESS IMPORTANT cases) Q Q Q o o
2 2 2 L Qo Relative
Ke) Ke) Ke) Qo o . .
[e) [e) [e) [e) [e) Weights  Ratios
Objective 1 1 2 4 7 0.571
Objective 2 05 [ 1 2 3.5 0.286| 2.0  (Objl:0bj2)
Objective 3 0.25| 0.5 1 1.75 0.143] 2.0  (Obj2:0bj3)
Objective 4 (Obj3:0bj4)
Objective 5 (Obj4:0bj5)
12.25 1.000
Figure 3 - Three Objectives
SCALE:
1 = Row is EQUALLY IMPORTANT to Column
2 = Row is SLIGHTLY MORE IMPORTANT than Column
4 = Row is SIGNIFICANTLY MORE IMPORTANT than Column
8 = Row is FAR MORE IMPORTANT than Column - ~ . < o
(Use reciprocals for LESS IMPORTANT cases) Q Q Q Q Q
Z 2 2 2 2
2 2 2 2 2 Relative
s} Qa Qa Qa Qa . R
[e) [e) O [¢) [¢) Weights  Ratios
Objective 1 1 2 4 4 11 0.500
Objective 2 05 [ 1 2 2 5.5 0.250[ 2.0  (Objl:0bj2)
Objective 3 0.25| 0.5 1 1 2.75 0.125] 2.0  (Obj2:0bj3)
Objective 4 0.25| 0.5 1. 1 2.75 0.125] 1.0  (Obj3:0bj4)
Objective 5 (Obj4:0bj5)

22 1.000

Figure 4 - Four Objectives
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SCALE:
1= Row is EQUALLY IMPORTANT to Column
2 = Row is SLIGHTLY MORE IMPORTANT than Column
4 = Row is SIGNIFICANTLY MORE IMPORTANT than Column
8 = Row is FAR MORE IMPORTANT than Column o ~ P < S
(Use reciprocals for LESS IMPORTANT cases) Q Q Q 2 2
5| 8|38 38| B )
SlElE)12)2 Relatie
[®) o [e) o o Weights  Ratios
Objective 1 1 2 4 4 8 19 0.471
Objective 2 0.5 1 2 2 4 9.5 0.235| 2.0 (Obj1:0bj2)
Objective 3 0.25| 0.5 1 1 2 4.75 0.118/ 2.0  (Obj2:0bj3)
Objective 4 0.25 | 0.5 1. 1 2 4.75 0.118| 1.0  (Obj3:0bj4)
Objective 5 0.125( 0.25]| 0.5 | 0.5 1 2.375 0.059] 2.0 (Obj4:0bj5)

40.375 1.000

Figure 5 - Five Objectives

Note that as each né@bjectiveis added, the relative weights do change, but their ratios dbheot.
condition that must be met to guarantee this outcome can be derived a4 &bllesvsay thdhe desired
outcome is that the ratio of tv@bjectiveweights Wma:Wmaq;+1) stays constant. Beginning with a-two
Objectiveset,Matrix 1would look like this:

— (Q\|
(8] (8]
= =
8 8 . .
= = Sum of Row Relative Weights
O O
Objective 1 1 m, 1+m, Wmo
o 1 1
Objective 2 — 1 —+1 Wmao,
rn.LZ n].Z
1
Total: M,+—+2 Wmor+ Wmo,= 1.0
2

The Mission Objectiva®lative weights Wmand Wmewouldbe given by:

1
1+ m,
Wmo, = % and Wmo, = mlz—l
m,+—+2 m,+—+2
2 2



The ratio of the two relative weights would then be:

Wmge 1+m,
(l) W = 1 = 2
me = 41
m,

If a third Objectiveis addedMatrix 1would look like this:

— (a\] ™
o o (]
= = =
© © i3]
Q @ Qo
6 6 o) Sum of Row Relative Weight:
Objective 1 1 m, ms, 1+m, +my, Wmao
ective — 1 — 3 mo
: my, Mhs 2
o 1 1 1 1
Objective 3 — — 1 —+—+1 Wmaos
M3 My, ms; My
1
Total: | 3+M,+Mz+My+—+—+—— | Wmo+ Wmo+
m, M; My Wma=1.0

Following the same path as for the-@®mectivecase and canceling out the common denominator, the ratio
of Wmo, to Wma would be:

Wmo _ 1+m,+m,;  1l+m,+my
wme 1 g, [TEmy e mm,
m, m,

)

For the ratio of¥ma, to Wma to be constant between the {@bjectivecase and the thr&bjectivecase,
the expressions in equations (1) and (2) must be equal as stated in equation (3).

(3) 1+ rnl2 + rnLS
(1+ m,+m,m,
m,

-



Simplifying, this becomes

ms
(4) 2 =m,,.
m,

Equation (4) represents the condition which must be met to keep tamatMvmao, constant when the
set ofObjective is increased from two to three. The condition expressed in equation (4) can be generalized
and applied to aMlatrix lelements abovbéd diagonal and below the first row:

= M _ Mo

(5) Fork > jandi >1, my, .
my my,

This means that once the first row of values has been entered, the elements in the remaining rows can be
calculated-- reducing user input and alleviating the concern about potential input error or model
inconsistencies. And since the condition in equgjowill be met, the rat@ma:Wmq will remain

constant as the numberMissionObjective varies.

How well does this implementation work? As a test, consider an example fr@wbaaeyAHP is used
to derivetheralt i ve magni tude of five objectsd surface ar
Sed-igureb below. Saaty uses &lscale for the comparisonsl @mploys akigenvector technique to

Priorities Actual

Figure Circle Triangle Squarc | Diamond | Rectangle  (Eigen Relative
Vector) Size
Circle 1 9 2 3 5 0.462 0.471
Triangle 1/9 1 1/a 1/3 1/2 0.049 0.050
Square 1/2 5 1 3/2 3 0.245 0.234
Diamond 1/3 3 2/3 1 3/2 0.151 0.149
Rectangle 1/5 2 2/3 1 0.093 0.096

Figure 6 - Sample problemd S a a tsolufios

correct for inconsisten@monguser inputs (For example, observe thdtile Circle:Diamond = 3 and
Circle:Rectangle = #e user input®iamond:Rectangke 3/2, andnot 5/3). What answers would the
RiskMAP implementation come up with@opting the samk9 scale values (ignoring the suggested 1, 2, 4,
8 in Figure7 below), RiskMAP produces values that compare favorablyo the Actual Relative Sizes
thando the values produced by the Eigenvextoectednethod The average error in the RiskMAP values

6



is .0034, compared to .0052 for the Eigémvetethod. Why is there still an error at HliAstead of the
integer values-94, wewereuse nornteger value® expressnore precisestimateshat should eliminate
some or all afhe residual error.

SCALE:

1=Row is EQUALLY IMPORTAMT to Column

2 =Row is SLIGHTLY MORE IMPORTAMT than Column

4 = Row is SIGNIFICANTLY MORE IMPORTANT than Column

To

8 =Row is FAR MORE IMPORTANT than Column o k=] %:,
o = w S = Mormalized
(Use reciprocals for LESS IMPORTANT cases) 2|5 | 2|8 |3 Relative
[&] — w s} o Sums Weights
Circle 1 9 2 3 5 20.000 0.466
Triangle 1 1 22 .33 | 0556 2222 0.052
Square 5 45 1 1.5 25 ] 10.000 0.233
Diamond 33 3. 67 1 1.667| 6.667 0.155
Rectangle 0.2 1.8 04 0.6 1 4.000 0.093
Total == 42 389 1.000
Figure 7 - Sampleproblem - RiskMAP solution
simul ate the best possible user inpuWwsigthel et
actual relative size values fligure6, we get the following as precise inputsifdrix 1
Circle:Triangle = 0.471/0.050 = 9.420
Circle:Square = 0.471/0.234 = 2.013
Circle:Diamond 0.471/0.149 = 3.161
Circle:Rectangle®471/0.096 = 4.906
Using these valuddatrix llookslikeFigure8below vy i el ding t he exact values
1=Rowis EQUALLY IMPORTANT to Calumn
2=Rowis SLIGHTLY MORE IMPORTANT than Celumn
4 = Row is SIGNIFICANTLY MORE IMPORTANT than Column
& =Rowis FAR MORE IMPORTANT than Column ® k=] %’”
- = g = = Mormalized
(Use reciprocals for LESS IMPORTANT cases) 2| & s | E |z Relative
(%] = w [a] o sums Weights
Circle 1.000)9.42012.013[3.161|4.906| 20.500 0.471
Triangle 106 |1.000) 214 | 336 | 521 | 2176 0.050
Square 497 |4.680)1.000{1.570|2437| 10.184 0.234
Diamond 316 | 2.980| 637 |1.000|1.552| 6.485 0.149
Rectangle 204 11.920) 410 | 644 [1.000] 4179 0.096
Total => 43.524 1.000

This demonstrates that the RiskMAP implementation ofd®ld® not introduce errors in the generation of

relative weights.

Figure 8- Sampk problem- ideal solution

us



What about rank reversals? In the literature are discussions of cases where AHP can actually generate
answers like B > A where in reality B < A. TriantaphyBpdiscusses conditions under whighking

irregularities can occur, but these pertain to later steps in the application of AHP; that is, in the fevaluation o
alternativesnce the step of generating relative weights of criteria (or in our p@igecte;s) has been

completed The RiskMAP implementation does not take AHP this far; only to the point of establishing the
relative welyfs among th®bjectivas. Thus, theankreversals are avoided.

If the AHP as implemented in RiskMAP does not add error to user inputs, then the user inputs themselves
are the remaining source for potential errors. If the user andeerestimates &bjectivé importance

relative to another, the resulting relative weights will faithfully reflect that error. To help minimize the chance
of such an error of estimation, RiskMAP includes a validation step using visual feedbagitriXOhice
populated, the relative weighuts displayed in Pardébom (sed-igure9 below)so that the user can observe

Mission/Business Objectives

Relative
Weight

Stay Safe Stay Stay in -
Profitable Compliance

Figure 9 - Pareto view of Mission/Business Objective Weights

both the trends in importance and the magnitude of the differences. It has been the experience of the
RiskMAP development team, bothfigld uses for the I3P project and with other user groups, that the
validation step is both useful and effectiveenWiewinghe Paret@harts users have regularly been able
eitherto verify the correctness of their inputsconote errors and make appropriate corrections. What they
could not see in the tabular viewMdtrix 1(in this case, the one giverFigurel), they could sea the

graphical view of the Pareto chaetween the two displays they have been able to arrive at a set of weights
that accurately reflecteth r vi ew of tniks@ipnorittesr gani zati onds

Having addressed the potential sources of @both usetinducedand processducedd and found that

the latter is precluded by design and that the former is reasonably controlled through a validation step, the
RiskMAP implementation of AHP Matrix 1i s consi dered to provide an ac
view inb termsrequired byhe model

2.3 Matrices 2 through 4

As explained in t h{lgthepParetg acharts [fravidepmrview df thel Tsasks, Aspets rort
Nodes that are most critical to achieMigsiort Busines®bjectivas. As in the case dflatrix 1 the Pareto

view provides visual feedback to the user to aid in validating the inputs made to that point. However, the
Pareto views foMatrices2 through 4 are derived quite differently than thosMa&ttix 1 Matices 2

through 4 use an adaptation@FD to generate the Pareto views and while it has been descfibed in

some review will be helpful here



The matrix (or Figure 1B¢low shows how thdissiol Busines©bjective are repeated at the lower left, along

with their relative weights as calculatéthinx 1 As detailed iil) theTasls needed to achieve thbjective
are listed across the top and then scores indieatihfiaskd stiticality to eaclObjectiveare entered in the

intersecting cellsThe relative weight offaskis calculated as the sum of the products of #s# s

crit

eachObjectiveand theObjectivé s r el at i ve wei ght
sl |la|lo|l=s|s|lslslc|lw|lo|la|o|0]|e
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Stay Profitable [ [ 0.337 30}0 30 |70 [ 70 [ 70 70 |30 [70 |30 [70 |95 |95
Stay in Compliancey) 0.241 | 30 95 95 30 |70 70 |70 |70

Figure 10- Matrix 2

The process is the sameMiatrix 3 where the relative weight of dafbrmationAsseis calculated as the sum of
cr it iTaskahdithETgskbtso r @ d @ah Matrie 4 theaalativd weight of | n

the products of thaisseb s

eachNetworkNodeis calculated as the sum of the products diltd s

relative weight.

At the completion of each round of scoring, the results are sorted to create a Pareto \aswitiral$eedback

cr it iAssaidnd thedssel

so the users can judge the accuracy of their inputs. The Pareto vidtafox tebove is shown Figurell

Tasks
Relative
Weight
. X X
\:@@‘ O'zf'” \{}\0 o“\?} ‘_\\-\\0‘9 \,@9 5 o '\&Q‘»‘ «?j} Q}\qub c}ob@ b"‘\ P
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?93 Qg: Qa

Figure 11- Pareto 2
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The sensitivity analysis began by asking the question: What would an error look like in a Pareto view? The initial
answer was that an error would look like an incorrect order from left to right. ThasksAssetor Node

appeardn a position that is not in keeping with its true importance relative to the others. Since the Pareto views
result fom a sort by declining relative weight, an error in order directly translates into an error if. reagngude

in magnitude are not only a concern because they drive the order in a Pareto view; they are of additional concern
because users have consistently used the height of the Pareto bars to infer the absolute impdrtsis;e of the
Asses andNodes. This is more information than the RiskMAP method intended to provide, so an examination of

the means used to generate the relative weights is certainly in order.

To begin with, what information is being conveyed from the top of the RiskMAP model torti Ihatie
model, shown ifrigurel2 below, if one leaves out tBbjectiverelative weightand only considers the lattice
depicting the dependencylifjective onTasks, ofTasls onAsses and ofAsses onNodes, then it is dependenc
that is being conveyed from the top layer to the bottom.

Mission/Business
Objectives

Operational
Tasks

Information
Assets

Network
Nodes

dooocolasdscade

Figure 12- RiskMAP model

The full RiskMAP model, however, also includédiisior Busines®bjectves 8 r el at i ve wei ght ,
the model is conveying two types of information to the bottom: dependence andrpriarigrge and complex
organization the RiskMAP model can itself be large and complex. The method used to gereriedightela
intentionally jettisons detail in order to provide the user with information that is simple enough to grasp and yet
accurate enough to be reliable. But is it reliable? Exactly what are the relationships between the levels of the model’
Whatis the behavior of the mathematical operations under different input conditions?

To examine the potential for inducing an error in the relative weights, we need to look first at some very simple
examples. To begin, let us consider a case where aatiomgéaig but twivlissior Busines©bjective, ol and

02. Objectivel is supported by oriEask t1. Task t1 depends on dntormation Assetal which, in turn,

depends on ododenl. All dependencies are absolute; that is, the criticality scores ard(allgetlatmeans

that degrades will result at any level if disruptions occur in the next levelajlestive 02 depends on TEssls,

t2 through t11. Eachaskdepends m onelnformationAssetso there ardsset a2 through all. EaBhkset

depends on orfdetworkNodeso there arBlodes n2 through n11. Again, all criticality scores aré@efTdtis

case is illustrated in below.

2|n cases of equal relative weight, the secondarycriterion is usually by Task, Asset or Node number or name.
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Figure 13- Test Case la

Note that theObjectiverelative weights are each 0.5; each has equal priority. E=thsis thas a weight of 0.5

* 50 = 25since there is only one dependency path toraakbko the sum or the products collapses to a single
product. Similarly, easlseis weighted &6 * 50 = 1,25 and eacliNodeis weighted as 1,250 * 50 = 6@,5In

the Pareto view, dlodes would have a bar of equal heidginta minor variation of thicase, let us change the
Objectiverelative weights to give higher priorityOtgjectiveol. InFigure 14 below, Objectiveol is now
weighted four times as heavilpbgctiven2.

Figure 14- Test Case 1b

Since none of the organizational dependencies has changed, the change in priorityVass@mwBilEness
Objective is immediately reflected in the weightings bladities that support o1 and 02, respectively. Node nl is
now weighted four times asVilgaaseachNoden2 through n11The message implicit in this weighting is that
Nodenl is currently the most crititab t h e o r g amissianant sire@festiveal vis eurrentlylof
primary importance, tiiéode weighting seems to make sertdewever, let us look atsamewhatlifferent
example.

In the next example, the number and relationsi@bjetctive, Tasls andAsses will be the same as before.
However, in this case thsset supportin@bjectiven2, meaningsse$ a2 through alal] depend on oréode
n2. As shown iRigurel5below, all criticality scores remabOaind theObjectiverelative weights are each 0.5.
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