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PREFACE 

The Institute for Information Infrastructure Protection (I3P) was founded in September 2001 by the 
Department of Homeland Security (DHS) as a consortium of government, academic, and nonprofit 
institutions to coordinate research and development efforts in information infrastructure protection.  The I3P 
is managed by Dartmouth College with funding from DHS and the National Institute of Standards and 
Technology.  Partners must be institutions that work in the public interest.  The 27 such institutions that are 
current partners include Massachusetts Institute of Technologyõs Lincoln Laboratory, the MITRE 
Corporation, Pacific Northwest National Laboratory, Sandia National Laboratories, SRI International, the 
United States Military Academy at West Point, the University of Illinois Urbana-Champaign, and the 
University of Tulsa. 
 
The I3P has led a series of research projects investigating ways to advance the security of process control 
systems (PCS), which are crucial to many critical infrastructures.  One of the current projects, Survivability 
and Recovery of Process Control Systems, extends the work of previous projects by addressing ways to 
increase the resiliency of PCS systems in the event of a cyber attack.  This research report describes the work 
performed by The MITRE Corporation as part of the project team. 
 
The authors wish to acknowledge the large number of people who contributed both to the advancement of 
RiskMAP and to the content of this report ð in particular, Shimson Berkovits, Sheldon Durrant, Peter 
Kertzner, Bruce Lamar, Leonard Monk, and Jeff Picciotto.  Many thanks go to these people for lending their 
knowledge, their passion, their insight and their frankness to the sensitivity analysis and the extension of the 
methodology to treat security issues of confidentiality.   
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EXECUTIVE SUMMARY  

 
As part of the I3Põs Survivability and Recovery of PCS project, The MITRE Corporation conducted a 
sensitivity analysis of its Risk-to-Mission Assessment Process (RiskMAP) methodology, and developed an 
extension to RiskMAP, to address Confidentiality as a security issue along with Integrity and Availability. 

The initial purpose of the sensitivity analysis was to determine the range of conditions under which 
RiskMAPõs calculation of relative weights for Tasks, Assets and Nodes would behave as order-preserving 
operations.  Over the course of the sensitivity analysis, the RiskMAP team reexamined the methodologyõs 
mathematical foundations and the techniques used to generate the primary RiskMAP artifacts:  A dependency 
network and a series of Pareto-style charts that rank-order Mission Objectives, Tasks, Information Assets, 
and Network Nodes. 

While the sensitivity analysis confirmed that the RiskMAP application of Analytic Hierarchy Process (AHP) 
techniques is sound, the application of Quality Function Deployment (QFD) methods requires care to avoid 
over-simplification and misinterpretation of the Pareto charts.  A number of refinements are developed and 
described that allow the user to identify and portray the criticality of each Task, Asset, or Node to a single 
Mission Objective. 

The RiskMAP team also developed a methodological extension to enable separate treatment of 
Confidentiality, Integrity and Availability (C-I-A) within the basic RiskMAP framework.  By introducing 
vectors to represent criticality and risk values with respect to C-I-A, the extension retains the overall character 
of the current approach.  However, the change does increase the complexity and the data input load for the 
user.  The RiskMAP team explored one possible implementation that would limit the added complexity and 
data input load by a customized MS Excel GUI backed up by a MS Access data base. 

The results of the teamõs work provide improvements that can be applied individually or together in any 
future RiskMAP application. 
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ACRONYMS AND A BBREVIATIONS  

AHP Analytic Hierarchy Process 
AMP Assessment Management Platform  
C# C Sharp programming language 
CS2SAT Control System Cyber Security Self-Assessment Tool 
C-I-A Confidentiality, Integrity and/or Availability 
COBIT Control Objectives for Information and related Technology 
COM Component Object Model 
CVE Common Vulnerability Enumeration 
DB Data base 
DHS Department of Homeland Security 
DIACAP Department of Defense Information Assurance Certification and Accreditation Process 
DLL Dynamic Linked Library 
DoD Department of Defense 
FIPS Federal Information Processing Standards Publication 
FISMA Federal Information Security Management Act  
GUI Graphical User Interface 
I3P Institute for Information Infrastructure Protection 
IA CAT Information Assurance Compliance Assessment Tool 
ID Identifier 
ISO International Standards Organization 
IT Information Technology 
MAAP Mission Assurance Analysis Protocol  
MORDA Mission-Oriented Risk and Design Analysis 
MS Microsoft 
NIST National Institute of Standards and Technology  
OCTAVE Operationally Critical Threat, Asset, and Vulnerability Evaluation  
PCS Process Control System 
QFD Quality Function Deployment 
RAMCAP Risk Analysis And Management For Critical Asset Protection  
RAPSA Risk Analysis and Probabilistic Survivability Assessment  
RiskMAP Risk-to-Mission Assessment Process 
SEMS Security and Emergency Management System  
UML Universal Markup Language 
VSAT Vulnerability Self Assessment Tool  
XML eXtensible Markup Language 
   



 

iv 
 

 TABLE OF CONTENTS  

Preface ................................................................................................................................................................................... i 
Executive Summary ............................................................................................................................................................ ii 
Acronyms and Abbreviations .......................................................................................................................................... iii 
Table Of Contents ............................................................................................................................................................. iv 
List Of Figures .................................................................................................................................................................... v 
List Of Tables ...................................................................................................................................................................... v 
Section 1: Introduction ...................................................................................................................................................... 1 
Section 2: RiskMAP Revisited .......................................................................................................................................... 2 

2.1 Motivation ................................................................................................................................................................. 2 
2.2 Matrix 1 ..................................................................................................................................................................... 2 
2.3 Matrices 2 through 4 ............................................................................................................................................... 8 
2.4 SUM vs. MAX Methods for Calculating Relative Weights ............................................................................. 13 
2.5 Handling Overlapping Dependencies through Vectorization ........................................................................ 14 

Section 3:  Adding Confidentiality to the Mix .............................................................................................................. 20 
3.1 Motivation ............................................................................................................................................................... 20 
3.2 What Are Others Doing? ...................................................................................................................................... 21 
3.3 Extending RiskMAP to Handle Confidentiality ............................................................................................... 21 
3.4 Implementation ...................................................................................................................................................... 27 

Section 4: Conclusions ..................................................................................................................................................... 35 
Appendix: References and Bibliography ....................................................................................................................... 37 

 

 
  



 

v 
 

 LIST  OF FIGURES 

Figure 1 - Typical case of Matrix 1 ................................................................................................................................... 2 
Figure 2 - Two Objectives ................................................................................................................................................. 3 
Figure 3 - Three Objectives ............................................................................................................................................... 3 
Figure 4 - Four Objectives ................................................................................................................................................ 3 
Figure 5 - Five Objectives ................................................................................................................................................. 4 
Figure 6 - Sample problem ð Saatyõs solution ................................................................................................................ 6 
Figure 7 - Sample problem - RiskMAP solution ............................................................................................................ 7 
Figure 8 - Sample problem - ideal solution ..................................................................................................................... 7 
Figure 9 - Pareto view of Mission/Business Objective Weights ................................................................................. 8 
Figure 10 - Matrix 2 ............................................................................................................................................................ 9 
Figure 11 - Pareto 2 ............................................................................................................................................................ 9 
Figure 12 - RiskMAP model ........................................................................................................................................... 10 
Figure 13 - Test Case 1a ................................................................................................................................................... 11 
Figure 14 - Test Case 1b .................................................................................................................................................. 11 
Figure 15 - Test Case 2a ................................................................................................................................................... 12 
Figure 16 - Test Case 2b .................................................................................................................................................. 12 
Figure 17 ð Node Relative Weights via Summing All Paths ...................................................................................... 13 
Figure 18 - Node Relative Weights via Maximum Path ............................................................................................. 13 
Figure 19 - Summing All Paths in a More Complex Case .......................................................................................... 14 
Figure 20 ð Vector Weights When Summing All Paths ............................................................................................. 15 
Figure 21 - Maximum Path in a More Complex Case ................................................................................................ 15 
Figure 22 - Vector Weights When Taking Maximum Paths ...................................................................................... 15 
Figure 23 - Matrix representation of current RiskMAP calculations ........................................................................ 16 
Figure 24 - Introducing Dependency Values ............................................................................................................... 16 
Figure 25 ð Adding the Second Dimension to Dependency ..................................................................................... 16 
Figure 26 - Extended RiskMAP Structure .................................................................................................................... 24 
Figure 27 - Extended RiskMAP Implementation ........................................................................................................ 24 
Figure 28 ð Single-mode data base structure ................................................................................................................ 28 
Figure 29 ð Single-mode data relationships .................................................................................................................. 29 
Figure 30 ð Triple-mode data base structure ................................................................................................................ 30 
Figure 31 ð RiskMAP Triple Add-In ............................................................................................................................. 31 
Figure 32 - Sorting dialog ................................................................................................................................................ 32 

 

 
 

LIST  OF TABLES 

Table 1 ð Symbols and Definitions ................................................................................................................................ 17 
Table 2 - Survey of Risk Management Methods and Tools ....................................................................................... 22 
Table 3 - Criticality of Information Asset to Operational Task ................................................................................ 25 
Table 4 - Criticality of Network Node (or Link) to Information Asset ................................................................... 26 
 

  



 

1 
 

SECTION  1: INTRODUCTION  

As part of its role in I3P-led research on enhancing PCS security, The MITRE Corporation proposed in 2008 
to conduct a sensitivity analysis of its Risk-to-Mission Assessment Process (RiskMAP) methodology and to 
extend RiskMAP to address Confidentiality as a security issue along with Integrity and Availability.  This 
report details the results of this work. 

Previous results reported in (1) have explored scalability and cardinality1, and much of that work is referenced 
in this report either explicitly or implicitly.  The reader is encouraged to become familiar with the referenced 
work in order to have the best appreciation of the current report. 

This report is organized as follows:  Following the introduction in Section 1, the sensitivity analysis is 
discussed in Section 2.  The topic of treating Confidentiality issues with the RiskMAP methodology is 
addressed in Section 3, and this is followed in Section 4 with a list of conclusions. 

The sensitivity analysis and the confidentiality extension were undertaken as parallel efforts.  For that reason, 
Section 3 does not build on Section 2.  However, the ideas presented in the two sections can be combined 
into a single implementation.   

 

 

                                                      
1 The former looked at how well the RiskMAP method handles a large enterprise; the latter examined the scale values 
being used for evaluating the criticality of Tasks, Information Assets and Network Nodes. 
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SECTION  2: RISKMAP REVISITED  

Within the scope of the I3P PCS Security projects, the RiskMAP methodology has been applied to large and 
small cases within the Oil and Gas sector of the critical national infrastructure.  In addition, RiskMAP has 
been applied to a number of other cases in the government sector by other project teams.  Based on the 
increasing interest in the methodology, The MITRE Corporationõs RiskMAP development team determined 
that due diligence called for a new examination of the method.  Initially undertaken as a sensitivity analysis, 
the study grew to include a review of the fundamental mathematics underlying the methodology. 

2.1 Motivation 
The initial purpose of the sensitivity analysis was to determine the range of conditions under which 
RiskMAPõs calculation of relative weights for Tasks, Assets and Nodes would behave as order-preserving 
operations.  This is important since an increasing number of users find the Pareto charts to be highly valuable 
for situational awareness and for decision support.  Over the course of the sensitivity analysis, the RiskMAP 
team reexamined the mathematical foundations for the Pareto chartsõ generation and, in fact, for the 
construction of the dependency paths that are the hallmark of the RiskMAP approach.  The following 
sections trace the teamõs examination of Matrix 1õs use of the Analytic Hierarchy Process (AHP) and of the 
adaptation of Quality Function Deployment (QFD) techniques in Matrices 2 ð 4.   

2.2 Matrix 1 
As explained in (1), the purpose of Matrix 1 is to capture the view of the user regarding the relative 
importance of Mission/ Business Objectives when taken a pair at a time.  Refer to Figure 1 below, showing a 
typical case of Matrix 1.  Having already entered the Mission/ Business Objectives to be compared, the user is 
asked to supply values for their comparison from the scale at the upper left of the figure.  As explained by 
AHPõs creator, Thomas Saaty (2), this òfundamental scaleó is used to derive a second, implicit scale which will 
reveal the comparative weights given to the Mission/ Business Objectives.  Saaty also observes in (2) that non-
integer values may be used to compare items that are very close in value to one another.  Such practice has 
been part of the field uses of RiskMAP as illustrated by the example in Figure 1.   

 

Figure 1 - Typical case of Matrix 1 

 

In an important departure from typical AHP implementations, RiskMAP enforces consistency among the 
values that fill up Matrix 1.  Where normally a user would be asked to provide values for all 16 of the cells 
used above for comparison scores, RiskMAP only allows user input in the unshaded cells in the first row.  
The cells along the diagonal contain 1õs because they show comparisons of each Mission/ Business Objective 
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to itself.  All entries below the diagonal are reciprocals of their opposites above the diagonal ð a standard 
AHP practice.  The departure is that all super diagonal elements below the first row are derived from the 
entries in the first row.  For example, comparing Objective 1 to Objective 2 yields a value of 1.25 while a 
similar comparison of Objective 1 to Objective 3 yields a value of 1.75.  The comparison of Objective 2 to 
Objective 3 can be found from the ratio of 1.75 to 1.25, or 1.4.  This is a condition which must be met in 
order for the model to be internally consistent.  An observable feature of model consistency is that the ratio 
of any two Objectivesõ relative weights remains the same as additional Objectives are added to the model.  
Figure 2 through Figure 5 below illustrate that concept. 

 

 

Figure 2 - Two Objectives 

 

 

Figure 3 - Three Objectives 

 
 

 
Figure 4 - Four Objectives 
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Figure 5 - Five Objectives 

 

Note that as each new Objective is added, the relative weights do change, but their ratios do not.  The 
condition that must be met to guarantee this outcome can be derived as follows. Let us say that the desired 
outcome is that the ratio of two Objective weights, Wmoi:Wmo(i+1) stays constant.  Beginning with a two-
Objective set, Matrix 1 would look like this: 
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The ratio of the two relative weights would then be: 
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If a third Objective is added, Matrix 1 would look like this: 
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Following the same path as for the two-Objective case and canceling out the common denominator, the ratio 
of Wmo1 to Wmo2 would be: 
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For the ratio of Wmo1 to Wmo2 to be constant between the two-Objective case and the three-Objective case, 
the expressions in equations (1) and (2) must be equal as stated in equation (3). 
 
 

(3) 
12

12

231212

1312

1

1
m

m

mmm

mm
 

 



 

6 
 

Simplifying, this becomes 
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Equation (4) represents the condition which must be met to keep the ratio Wmo1:Wmo2 constant when the 
set of Objectives is increased from two to three.  The condition expressed in equation (4) can be generalized 
and applied to all Matrix 1 elements above the diagonal and below the first row: 
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This means that once the first row of values has been entered, the elements in the remaining rows can be 
calculated -- reducing user input and alleviating the concern about potential input error or model 
inconsistencies.  And since the condition in equation (5) will be met, the ratio Wmoi:Wmoj will remain 
constant as the number of Mission Objectives varies. 

How well does this implementation work?  As a test, consider an example from Saaty (2) where AHP is used 
to derive the relative magnitude of five objectsõ surface area, given that the objects are all of different shapes.  
See Figure 6 below.  Saaty uses a 1-9 scale for the comparisons and employs an Eigenvector technique to 

 

 

Figure 6 - Sample problem ð Saatyõs solution 

 

correct for inconsistency among user inputs.  (For example, observe that while Circle:Diamond = 3 and 
Circle:Rectangle = 5, the user inputs Diamond:Rectangle = 3/2, and not 5/3).  What answers would the 
RiskMAP implementation come up with?  Adopting the same 1-9 scale values (ignoring the suggested 1, 2, 4, 
8 in Figure 7 below), RiskMAP produces values that compare more favorably to the Actual Relative Sizes 
than do the values produced by the Eigenvector-corrected method.  The average error in the RiskMAP values 
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is .0034, compared to .0052 for the Eigenvector method.  Why is there still an error at all?  If instead of the 
integer values 1-9, we were use non-integer values to express more precise estimates that should eliminate 
some or all of the residual error. 

 

 

Figure 7 - Sample problem - RiskMAP solution 

 

To simulate the best possible user inputs, let us use the actual ratios of the shapesõ surface areas.  Using the 
actual relative size values from Figure 6, we get the following as precise inputs for Matrix 1. 

Circle:Triangle = 0.471/0.050 = 9.420 

Circle:Square = 0.471/0.234 = 2.013 

Circle:Diamond = 0.471/0.149 = 3.161 

Circle:Rectangle = 0.471/0.096 = 4.906 

Using these values, Matrix 1 looks like Figure 8 below, yielding the exact values in Saatyõs example. 

 

 

Figure 8 - Sample problem - ideal solution 

 

This demonstrates that the RiskMAP implementation of AHP does not introduce errors in the generation of 
relative weights.   
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What about rank reversals?  In the literature are discussions of cases where AHP can actually generate 
answers like B > A where in reality B < A.  Triantaphyllou (3) discusses conditions under which ranking 
irregularities can occur, but these pertain to later steps in the application of AHP; that is, in the evaluation of 
alternatives once the step of generating relative weights of criteria (or in our parlance, Objectives) has been 
completed.  The RiskMAP implementation does not take AHP this far; only to the point of establishing the 
relative weights among the Objectives.  Thus, the rank reversals are avoided. 

If the AHP as implemented in RiskMAP does not add error to user inputs, then the user inputs themselves 
are the remaining source for potential errors.  If the user under- or overestimates an Objectiveõs importance 
relative to another, the resulting relative weights will faithfully reflect that error.  To help minimize the chance 
of such an error of estimation, RiskMAP includes a validation step using visual feedback.  Once Matrix 1 is 
populated, the relative weights are displayed in Pareto form (see Figure 9 below) so that the user can observe 

 

Figure 9 - Pareto view of Mission/Business Objective Weights 

 

both the trends in importance and the magnitude of the differences.  It has been the experience of the 
RiskMAP development team, both in field uses for the I3P project and with other user groups, that the 
validation step is both useful and effective.  When viewing the Pareto charts, users have regularly been able 
either to verify the correctness of their inputs or to note errors and make appropriate corrections.  What they 
could not see in the tabular view of Matrix 1 (in this case, the one given in Figure 1), they could see in the 
graphical view of the Pareto chart.  Between the two displays they have been able to arrive at a set of weights 
that accurately reflects their view of their organizationõs mission priorities. 

Having addressed the potential sources of error ð both user-induced and process-induced ð and found that 
the latter is precluded by design and that the former is reasonably controlled through a validation step, the 
RiskMAP implementation of AHP in Matrix 1 is considered to provide an accurate mapping of the userõs 
view into terms required by the model. 

2.3 Matrices 2 through 4 
As explained in this projectõs previous report (1), the Pareto charts provide a view of the Tasks, Assets or 
Nodes that are most critical to achieving Mission/ Business Objectives.  As in the case of Matrix 1, the Pareto 
view provides visual feedback to the user to aid in validating the inputs made to that point.  However, the 
Pareto views for Matrices 2 through 4 are derived quite differently than those for Matrix 1.  Matrices 2 
through 4 use an adaptation of QFD to generate the Pareto views and while it has been described in (1), 
some review will be helpful here. 
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The matrix (or Figure 10) below shows how the Mission/ Business Objectives are repeated at the lower left, along 
with their relative weights as calculated in Matrix 1.  As detailed in (1), the Tasks needed to achieve the Objectives 
are listed across the top and then scores indicating each Taskõs criticality to each Objective are entered in the 
intersecting cells.  The relative weight of a Task is calculated as the sum of the products of that Taskõs criticality to 
each Objective and the Objectiveõs relative weight. 

 
Figure 10 - Matrix 2 

 

The process is the same for Matrix 3, where the relative weight of each Information Asset is calculated as the sum of 
the products of that Assetõs criticality to each Task and the Taskõs relative weight.  In Matrix 4, the relative weight of 
each Network Node is calculated as the sum of the products of that Nodeõs criticality to each Asset and the Assetõs 
relative weight. 

At the completion of each round of scoring, the results are sorted to create a Pareto view for use as visual feedback 
so the users can judge the accuracy of their inputs.  The Pareto view for the Matrix 2 above is shown in Figure 11. 

 

Figure 11 - Pareto 2 
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The sensitivity analysis began by asking the question:  What would an error look like in a Pareto view?  The initial 
answer was that an error would look like an incorrect order from left to right.  That is, a Task, Asset or Node 
appears in a position that is not in keeping with its true importance relative to the others.  Since the Pareto views 
result from a sort by declining relative weight, an error in order directly translates into an error in magnitude2.  Errors 
in magnitude are not only a concern because they drive the order in a Pareto view; they are of additional concern 
because users have consistently used the height of the Pareto bars to infer the absolute importance of the Tasks, 
Assets and Nodes.  This is more information than the RiskMAP method intended to provide, so an examination of 
the means used to generate the relative weights is certainly in order. 

To begin with, what information is being conveyed from the top of the RiskMAP model to the bottom? In the 
model, shown in Figure 12 below, if one leaves out the Objective relative weights and only considers the lattice 
depicting the dependency of Objectives on Tasks, of Tasks on Assets and of Assets on Nodes, then it is dependence 
that is being conveyed from the top layer to the bottom. 

 

Figure 12 - RiskMAP model 

 

The full RiskMAP model, however, also includes the Mission/ Business Objectivesõ relative weight, or priority.  Thus 
the model is conveying two types of information to the bottom:  dependence and priority.  For a large and complex 
organization the RiskMAP model can itself be large and complex.  The method used to generate the relative weights 
intentionally jettisons detail in order to provide the user with information that is simple enough to grasp and yet 
accurate enough to be reliable.  But is it reliable?  Exactly what are the relationships between the levels of the model?  
What is the behavior of the mathematical operations under different input conditions? 

To examine the potential for inducing an error in the relative weights, we need to look first at some very simple 
examples.  To begin, let us consider a case where an organization has but two Mission/ Business Objectives, o1 and 
o2.  Objective o1 is supported by one Task, t1.  Task t1 depends on one Information Asset a1 which, in turn, 
depends on one Node n1.  All dependencies are absolute; that is, the criticality scores are all set at 50, which means 
that degrades will result at any level if disruptions occur in the next level down.  Objective o2 depends on ten Tasks, 
t2 through t11.  Each Task depends on one Information Asset so there are Assets a2 through a11.  Each Asset 
depends on one Network Node so there are Nodes n2 through n11.  Again, all criticality scores are set at 50.  This 
case is illustrated in below. 

                                                      
2
 In cases of equal relative weight, the secondary sort criterion is usually by Task, Asset or Node number or name.   
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Figure 13 - Test Case 1a 

 

Note that the Objective relative weights are each 0.5; each has equal priority.  Each of the Tasks has a weight of 0.5 
* 50 = 25 since there is only one dependency path to each Task so the sum or the products collapses to a single 
product.  Similarly, each Asset is weighted as 25 * 50 = 1,250 and each Node is weighted as 1,250 * 50 = 62,500.  In 
the Pareto view, all Nodes would have a bar of equal height.  In a minor variation of this case, let us change the 
Objective relative weights to give higher priority to Objective o1.  In Figure 14  below, Objective o1 is now 
weighted four times as heavily as Objective o2. 
 

 
Figure 14 - Test Case 1b 

 

Since none of the organizational dependencies has changed, the change in priority among the Mission/ Business 
Objectives is immediately reflected in the weightings of the Nodes that support o1 and o2, respectively.  Node n1 is 
now weighted four times as heavily as each Node n2 through n11.  The message implicit in this weighting is that 
Node n1 is currently the most critical to the organizationõs overall mission and since Objective o1 is currently of 
primary importance, the Node weighting seems to make sense.  However, let us look at a somewhat different 
example. 

In the next example, the number and relationship of Objectives, Tasks and Assets will be the same as before.  
However, in this case the Assets supporting Objective o2, meaning Assets a2 through a11, all depend on one Node, 
n2.  As shown in Figure 15 below, all criticality scores remain at 50 and the Objective relative weights are each 0.5. 






















































