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Authentication Requirements

ñAll information systems 
must have a security 
mechanism installed that 
requires authentication prior 
to file access é Systems in 
physically secured 
environments are exempt.ò

-API 1164

ñéResponsible Entity shall 

have a policy for managing the 

use of such accounts [shared, 

generic] that limits access to 

only those with authorization, 

[and] an audit trail of the 

account use éò

- NERC CIP 7 R5.2.3

Where are we going?

What is Authentication?

ÅThe process of verifying a userôs identity

and authorization to access a network or its resources. 
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We have a situation!

Å Show Video
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