
1

Distributed Critical State Detection 

System for Industrial Protocols

I. Nai Fovino, A. Carcano, M. Guglielmi, M. Masera, 

A. Trombetta
Joint Research Centre (JRC)

The European Commissionôs 
Research-Based Policy Support Organisation

Insubria University



2

Consequences of pervasive ICT 

in Critical Infrastructures

New Attack Scenarios
Public 

Network

Supervisory Control 

and Data Acquisition

(SCADA)

Today most of critical infrastructures 

depend highly on the underlying 

communication networks

New Vulnerabilities

New Risks

New Simulation Methods

New Analysis Methods

New Theoretical Models

New Countermeasures
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An Example: The ModBUS frame

ModBUS serial frame

ModBUS TCP/IP frame

MBAP Header:
Å Transaction Identifier

Å Protocol Identifier

Å Length

Å Unit Identifier

RS232 RS422/485

253 bytes +  1 byte + 2 bytes = 256 bytes

(PDU)       (sl. ADDR)  (CRC)     Max ADU   

253 bytes +  7 byte = 260 bytes

(PDU)       (MBAP)     Max ADU   



5

SCADA Protocols Vulnerabilities

ÅUnauthorized Command Execution

ÅMan-in-the-Middle

ÅReplay-attacks

ÅRepudiation

éauthenticationé

éintegrityé

éfreshnessé
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Intrusion Detection System

Information Source

Network Based

Host Based

Detection Technique

Signature Based

Anomaly Based

Few IDSs able to really 

decode SCADA Data Flows

Problems with 

Serial  Communication

8 MB

24 MHZ

Local, atomic 

attacks

Field devices to monitor,

can be potentially thousands

IDS
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- SCADA protocols are 

used to Monitor and 

Control the process 

network

- The data flow 

between Master and 

Slaves, should 

virtually contain the 

knowledge related to 

the system state

Bricks (1) éNIDS

PC

HW

Stealth

Network 

Interface

Service

Network 

Interface

O.S. Kernel
SK

Filter

PCM LPCAP

Decoder

Pre-Processors

Detection Engines

Output-Plugins

SK

Filter

Rule-Based Engines

Anomaly Based Engines

Rules DB

User Space

Kernel Space

Sensor SW

Secure ïProtocol-Validator

SCADA NIDS
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Bricks (2)éSignatures

XML-Language for 

Packet Signatures

Modbus

DNP3

Profibus

Fieldbus

MMS

Rules Structure Optimizer

Rule

Rule

Rule

Rule

Rule

Rule

Rule

Rule
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Open V2

...problems...

R1: PKT(###)

R2: PKT(#@!)

R3: PKT(^&%)

PKT(###)

Cl. V1

Locally licit commands

put the system into a 

critical state

PLC1

PLC3

PLC2

IDS

Alert !

Close V1

Close V3
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ébuté

ICT Signature

based IDS

Safety 

Analysis

ICT Signature

based IDS

Safety 

Analysis

ICT

World

Industrial

World
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Bricks (3) éSystem Knowledge

M

V-Actuators Pool

Virtual Actuator

V-input V-output

Signals Generator Process Generator

Process 

Profiles

V-PLC Pool

XML-Language for 

Process Network Description

Virtual System

XML-Language for 

Critical States Description
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éSystem Knowledge 

PLC[192.168.0.1 : 502 : 1].HR[10] < 50 AND PLC[192.168.0.2 : 502 : 1].HR[20] > 50

<predicate> ::= PLC[<address>:<port>:<id>].<comp_status>

- <address> ::= <byte>.<byte>.<byte>.<byte>

- <byte> ::= 0|1|..|255

- <port> ::= 0|1|..|65535

- <id> ::= <byte>

- <comp_status> ::= CO[<reg_index>]<rel><bit> | 

DI[<reg_index>]<rel><bit> |

IR[<reg_index>]<rel><word> | HR[<reg_index>]<rel><word>

- <reg_index> ::= 0|1|..|65535

- <bit> ::= 0|1

- <word> ::= 0|1|..|65535
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éBricks(4)éCritical States

V-System

Critical

States

MapperSystem

Desc.

Virtual

System

Instantiator

State 

Optimizer

System

Reducer

State Monitor

Critical State Detection System

?


