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Introduction

Recent research on the vulnerability of SCADA systems has
focused mainly on protocol-level effects as modernisation has
increased interconnections
Existing and novel vulnerabilities may be exploited at network,
host and control level we concentrate on the latter
We note that attacks need not necessarily be immediately
spectacular to succeed: Degradation or clandestine attacks on
products of control processes
We have previously addressed the potential effects of sensor
manipulation and the need for cost effective solutions

Here we present a detection model based on process control
techniques as opposed to classical intrusion (anomaly) detection
techniques which are less than effective against RTU, PLC, and
sensor manipulation
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Problem and Assumptions

We assume the attacker may gain unauthorised supervisory
access to the system and be able to alter setpoints and sensor
readings, while disguising this fact from operators
We assume the attacker cannot take real time control of the
system due to communication latency

However, an attacker can rewrite processes so as to falsify signals
This is an intuitive rather than a formal model of adversary
capability; a formal model is addressed in ongoing work

Our problem is to detect (and possibly prevent) this manipulation
either by using or introducing sensors which can provide
independent corroboration of process state

Sensor placement and computational complexity must be
considered
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Approach

We use a functional causal model to map the system
This must be considered an informal model

The aim is to identify potentially independent sensors or points
where such sensors could be placed

Systems are simulated using differential equations and block
diagrams
This allows evaluation of further sensor placements

In practical terms, this usually means emplacing new sensors on
an OOB network to take readings and compare these with actual
process state under control using real time numerical simulation to
flag up anomalies

Confidence levels will vary depending on process disturbances and
physical sensor placement
We use the example of a basic heat exchange process
(pasteurisation)
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Pasteuriser: Engineering Viewpoint
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Pasteuriser: Causal Map
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Using the Causal Map

Blue nodes are potentially controllable
Red nodes are likely to be concealed by the attacker or their
readings obfuscated by taking advantage of process “noise” (i.e.
natural variation in signals)
All other nodes are potentially readable and might be useful in
determining process state

In particular, we need to find readings which directly relate to the
equational model of the process in control terms
We build a simulation of the pasteuriser using ODEs and take
readings at various locations to discover candidate sensor
emplacement points
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Heat Exchange Equations

q̇ = UA(Tin,s − Tout ,c) (1)

wCp
dT
dt

= ẇCp(Tin,c − Tout ,c) + q̇ (2)

uCp
dTs

dt
= u̇CP(Tin,s − Tout ,s)− q̇ (3)

In equation 1 q̇ is the rate of heat exchange, U is the coefficient of heat
exchange for the construction material and A is the area, Tin,s is the
initial hot-side temperature (Co), Tout ,s is the final hot side and Tin,c the
initial product temperature and Tout ,c is the final product temperature
Equations 2 and 3 represent the respective energy balances of the
cold and hot sides where ẇ , u̇ represent the hot-side and cold-side
flow rates respectively, w ,u the liquid volume (m3), and Cp is the
specific heat capacity (kJ/kg − K ) of the product
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Block Diagram Example: Contraflow Heat Exchange
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Pasteurisation

Pasteurisation units PU are derived from flow rate and temperature
values using

PU =
w
ẇ
(60)(1.393(T−60)) (4)

where w is the holding volume (HL), ẇ is the flow rate (HL/HR) and T
is the temperature

This is a oddly dimensioned measure which was derived
empirically by Dayharsh et al.

We observe the non-linear relationship between flow rates,
temperature and pasteurisation values
Hence pasteurization, like heat exchange, depends on both flow rate
and temperature
We show that the end products (hot and cold) of the contraflow heat
exchange can be used to detect anomalies caused by sensor
manipulation
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Three Claims

Based on the preceding models we can state three verifiable claims:
1 We can detect flow rate manipulation from the cold side

temperature
2 We can detect pasteurisation (hot side temperature rate

manipulation) using hot (temperature) and cold side (flow rate)
temperatures as indicators

3 We can detect attempts to hide changes to pasteurisation rates in
process “noise”

(Royal Holloway/Gjøvik University College) Detecting SCADA Signal Manipulations March 16, 2010 11 / 19



(1) Cold-Side Temperatures indicate Flow Rates
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Figure: Temperature Differences for Distinct FRs [180:20:120]

(Royal Holloway/Gjøvik University College) Detecting SCADA Signal Manipulations March 16, 2010 12 / 19



(2) Hot-Side Temperatures v. Flow Rate
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Figure: Temperature Differences for PU Changes (FR = 180)
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(3) Hiding Changes in PU Using Temperature
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Figure: Change in PU
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(3) Hiding Changes in PU Using Temperature
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Figure: Obfuscation Using Hot-Side Temperature
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(3) Detection
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Figure: Detection using Contraflow HX Products
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Discussion and Future Work

The modernisation of SCADA systems makes them more
vulnerable to attack at both network and control level
We have shown that we can use process control techniques to
detect anomalies at control level by considering potential proxy
signals
Our technique minimizes the number of sensors required to give
an independent view
Signature-based approaches are not useful here whilst
anomaly-based approaches can potentially lead to model
explosion to account for process variability: Real time numerical
simulation provides a cheap computational way forward
Ongoing work requires a more formal adversary capability model
Further studies based on different control laws are also under
investigation
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Related Reading

The increasing vulnerabilty of SCADA systems is well observed in
the literature [16, 11, 8, 3]
Interest in SCADA security including intrusion detection has risen
in response [13]
ID has been applied using signatures at the perimeter and
anomaly detection against insider threats and attacks at DCS
level[7, 17, 9]
The limitations of conventional anomaly detection in the face of
process disturbance have been shown [15, 14, 4]
We argue this weakness highlights the requirement for a different
model which will frequently require the use of additional,
independent sensors [14, 2, 5, 10]
To build this model we make use of causal maps [12] and classical
process control techniques [1]
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