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Motivation HBL

Estimate the risk associated with a “cyber” attack launched
against a particular network.

Risk € f(L,y,, Ciin)

L.« Likelihood that bad things will happen
C,in. Consequences of those bad things if they happen

This is an old problem



“Traditional” Attack Modeling

Define a set of attack goals
Figure out how hard the goals are to achieve

Log in to UNIX

Account
No Password Leam Guess u sz::\l:l:ly
Required Password Password
Passwords
Find Written Get Password
Password From Target
‘Threaten Blackmail Steal Bribe
AN Obtain Sniffer
Keyboard Output File
Sniffer '

Source:
M. S. Pallos, Attack Trees: It's a Jungle out there, The Business Forum:
http://www.bizforum.org/whitepapers/candle-4.htm



Horse, then Cart

No presumed goal; only constraints and objectives

Figure out how much of the network the attacker can own

Given access to network resources, identify potential operational impact
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Operational Impact

PCS Manipulation

Attic ker

PCS Functionality

Host 1: local buffer
Host 1:  over flow

root priv O i
Host1:  sshd M
sshd O, Host2:  attack
linkto1 O ?(lx
linkto 2 O ‘ Host1:  sshd N
: O HostN:  attack N fﬁl““
link to W { | e ElE

28

Host 2: local buffer
Host 2:  over flow

= A +

PCS Application Source Code
Ol Configuration Data

e+ st)

sshd O Host 2: sshd
A Host1: attack

Inducible Process Failure Modes:

1.  Small qty gaseous ammonia discharge to dilution drum
1A. Large qty gaseous ammonia discharge to dilution drum
2. Automated fill task disabled

2A. Large qty liquid ammonia discharge to dilution drum
3.  Tank Overfill

Host N: local buffer 4. High-pressure gaseous ammonia discharge from

linkto2 O Host2:  sshd
: i=7% HostN:  attack
7

root priv \
sshd

Host N:  over flow damaged plumbing
link to 1 et s 5. High-pressure liquid ammonia discharge from
link to2 \ : . . damaged plumbing
A H HostL:  attack P CS P et Il N et P rocess Pet Il N et 6. Low-pressure gaseous ammonia discharge from
linkto N QO Hosth:  sshd) damaged plumbing

Host2:  attack

CNA Petri Net Risk Assessment



We're not alone ﬂBL

This approach is gaining attention in the community. Several
research groups have been developing access-based risk
assessment techniques.

To name a few ...

MIT-LL: NetSPA (Ingols et al.)

Mitre: RiskMAP (Kertzner et al.)

CMU: Stochastic Games (Lye and Wing)
UIUC: Differential Games (Alpcan and Basar)



Our Approach is based on State Reachability QRL

Coupled models for Risk Analysis

Attack Model: Network Resource Accessibility
Process Control System Model: Functionality and Authority

Process Model: Process Failure Modes and Consequences
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Inducible Process Failure Modes:

1.  Small qty gaseous ammonia discharge to dilution drum
1A. Large qty gaseous ammonia discharge to dilution drum
2. Automated fill task disabled

2A. Large qty liquid ammonia discharge to dilution drum
3. Tank Overfill

High-pressure gaseous ammonia discharge from
damaged plumbing

High-pressure liquid ammonia discharge from
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damaged plumbing
Low-pressure gaseous ammonia discharge from
damaged plumbing

PCS Petri Net Process Petri Net

CNA Petri Net Risk Assessment

We want to eliminate parametric estimation requirements (no attempts to SWAG “probability
of success”) to see how far we can get based on what we know: that exploits launched
against known vulnerabilities eventually succeed.



Attack Model

APL

Given some initial access and a network configuration,
the attack model is constructed as a Petri net that
represents an attack on the network.
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Attack Model

APL

Exploitation of host vulnerabilities permits
escalation of privilege and access on the network,
represented as state dynamics on the Petri net.

user priv O
root priv ()
sshd O)

linkto1 O
linkto2 O

|mmOMj

user priv O
root priv O
sshd O

linkto1 O
linkto2 O

linkto N O
user priv O
root priv O

sshd O

linkto1 O
linkto2 O

linkto N O

Host 1: local buffer
Host1: over flow

Host 1: sshd
Host 2: attack

Host 1: sshd
Host N: attack

Host 2: local buffer
Host2: over flow

Host 2: sshd
Host 1: attack

Host 2: sshd
Host N: attack

Host N: local buffer
HostN: over flow

Host N: sshd
Host 1: attack

Host N: sshd
Host 2: attack



PCS Model APL

Relates PCS host attributes (applications, resident data, instrument and
actuator I/O, and control authority ) to PCS functionality (state estimation,

control, operator interaction) .

Corporate
LAN

Adapted from:

(1) K. Stouffer, J. Falco, and K. Scarfone. Guide to Industrial
Control Systems (ICS) Security, National Institute of Standards
and Technology, U.S. Department of Commerce, 2008.

(2) N. Balasubramanian, C-T. Chang, and Y-F. Wang, Petri-Net
Models for Risk Analysis of Hazardous Liquid Loading
Operations. Industrial and Engineering Chemical Research, Vol.
41, pp. 4823-4836, 2002.

X -
natie:
I A
" ‘;\r' ¥
LY 3
T G
- |
o e e
- .‘.: {2 9.~
| Y ¥E




PCS Model

APL

PCS Functionality

PCS Applications
Development & Calibration C

Process Control C
State Estimation C
Operator Interaction (Ol) C

Data in Volatile Memory
Measurement O

State Estimate O

Instruction Set O

Control Parameters O

State Estimation Parameters O
Control Override Switch O

Data in Non-Volatile Memor
Calibration Data C

PCS Application Source Code C
Ol Configuration Data C

Domain of Control Authority

Global C

Sub Process q C

External 1/O

Instrument n
Actuator m

Local Ul Input C

Local Ul Output C

Access to network resources permits
co-option of control authority through
exploitation of PCS functionality.

PCS Manipulation

Manual Measurement Spoofing

O Instrument n

Modified Instrument Calibration
O Instrument n
Manual Instruction Spoofing

O Actuator m

Modified Actuator Calibration

O Actuator m

Manual Operator Spoofing

O Host p

Automated Operator Spoofin

O Host p

Manual Ol Display Manipulation

O Host p
Automated Ol Display Manipulation
OHost p

State Estimation Parameter Manipulation

OProcessq
Estimation A Manipulation
OProcessq

. .

O Process q

. .

O Process q




Process Model APL
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Relates process states (state of valves, pump state) to system states
(line pressures and temperatures)

Permits ready identification of failure modes (process error states)

Facilitates analysis of failure mode effects due to system states
associated with process error states
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Process Model APL
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Coupled Models for Risk Analysis

: local buffer

. Host 1
user priv Host 1:  over flow
root priv
Host 1: sshd
sshd Host 2: attack
linkto 1 O
link to 2 Host 1: sshd
Host N:  attack

link to

user priv

root oriv

Escalation

: local buffer
over flow

PCS Functionality

PCS Applications
Development & Calibration O

Process Control (")
State Estimation O
Operator Interaction (Ol) O

Data in Volatile Memory
Measurement

State Estimate

Instruction Set

Control Parameters

State Estimation Parameters

Control Override Switch

Data in Non-Vo

Calibry

PCS Application Sou kplay Manipulation
Ol Configure

Domain of Con

PCS Manipulation

Manual Measurement_Spoofin
O Instrument n

Modified Instrument Calibration
O Instrument n

Manual Instruction Spoofing
O Actuator m

Modified Actuator Calibration
O Actuator m

Manual rator fin
OHos(p
Automated Operator Spoofing.
K)Hos!p

Manipulation

External I/0
Instrument n
Actuator m

Local Ul Input O

Local Ul output ()

— tiuoliv.

linkto N
user priv

root priv

Host N

utuun

: local buffer

hd
58 Host N:  over flow
linkto 1
|inktoZO\ Host N: sshd
; Host1:  attack
link to N O Host N: sshd
Host2:  attack

. .
State Estimation App Code Mani ion
Process q
Process q
. .
Process q
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Coupled Models for Risk Analysis

user priv
root priv

sshd

linkto 1 O 7'

link to 2 Host 1:
Host N:

link to
user priv A Host 2:
/ .
root oriv b Host 2:

Escalation ‘

— tiuoliv.

linkto N

user priv J
root priv ‘
sshd %
link to 1 O\

Imkton\
linkto N O

Host 1:
Host 1:
Host 1:
Host 2:

local buffer
over flow

sshd
attack

sshd
attack

local buffer
over flow

utuun

PCS Functionality

PCS Applications
Development & Calibration O

Process Control (")
State Estimation O
Operator Interaction (Ol) O

Data in Volatile Memor:
Measurement O

State Estimate (C)

Instruction Set O

Control Parameters O

State Estimation Parameters O

Control Override Switch

Datain Non-Vo
Calibry

PCS Application Sou

s Attack e

External I/0
Instrument n
Actuator m

Local Ul Input O

Local Ul output ()

Single reachability computatlon
provides basis for risk measure. |.-

PCS Manipulation

Manual Measurement_Spoofin

O Instrument n

Modified Instrument Calibration

O Instrument n

Manual Instruction Spoofing

O Actuator m

Modified Actuator Calibration
OActualur m

Manual rator fin:
OHostp

Automated Operator Spoofing.
() Hostp

Isplay Manipulation

. .

tate ion App Code Mani ion

Process q

Control Parameter Manipulation.
Process q

Control App Code Manipulation
Process q
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Specitying the Coupled Model: Escalation gBL

Host Specification

Privilege Levels

Non-PCS Applications O

Host Environment
Operating System C

Host Specification

Privilege Levels
User

Root

Host Environment
Operating System O

Non-PCS Applications C

Host Specification
Privilege Levels

O User
ORoot

Host Environment
OOperating System
QNon-PCS Applications

Hosts are specified by places
indicating a particular OS and
installed applications.

Exploits are specified by host
property pre-conditions and post-
conditions.
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Specitying the Coupled Model: Attack

Host H, Specification

PCS Functionality

Privilege Levels

User O
Root O

Host Environment
Operating System O

PCS Applications
Development & Calibration 8

Process Control
State Estimation O
Operator Interaction (Ol) O

Non-PCS Applications O

Data in Volatile Memory
Measurement O

State Estimate O

Instruction Set O

Control Parameters O

State Estimation Parameters O

Control Override Switch O

Data in Non-Volatile Memory
Calibration Data O

PCS Application Source Code O
Ol Configuration Data O

PCS Manipulation

Domain of Control Authority

Global O

Sub Process q O

External /0
Instrument n

Actuator m
Local Ul Input

Local Ul Output

Manual Measurement Spoofing
O Instrument n

Modified Instrument Calibration
O Instrument n

Manual Instruction Spoofing
OActuator m

Modified Actuator Calibration
OActuator m

Manual Operator Spoofing

O Host p

Automated Operator Spoofing

O Host p

Manual Ol Display Manipulation

O Host p

Automated Ol Display Manipulation

O Host p

State Estimation Parameter Manipulation

O Process q

State Estimation App Code Manipulation

O Process q

Control Parameter Manipulation

O Process q

Control App Code Manipulation

O Process q

16



Specitying the Coupled Model: Attack

APL

Host H, Specification

PCS Functionality

Privilege Levels

User O
Root O

Host Environment
Operating System O

PCS Applications
Development & Calibration 8

Process Control
State Estimation O
Operator Interaction (Ol) O

Non-PCS Applications O

PCS host functionality is specified by applications,
data, control authority and I/O.

Functionality co-option attacks are specified by
PCS functionality access pre-conditions and
functionality co-option post-conditions.

Data in Volatile Memory
Measurement O

State Estimate O

Instruction Set O

Control Parameters O

State Estimation Parameters O

Control Override Switch O

Data in Non-Volatile Memory
Calibration Data O

PCS Application Source Code O
Ol Configuration Data O

Damain nf Cantral Autharitv |

PCS Manipulation

Manual Measurement Spoofing
O Instrument n
Modified Instrument Calibration
O Instrument n

Manual Instruction Spoofing
OActuator m

Modified Actuator Calibration
OActuator m

Manual Operator Spoofing

O Host p

Automated Operator Spoofing

O Host p

Manual Ol Display Manipulation

O Host p

Automated Ol Display Manipulation

O Host p

State Estimation Parameter Manipulation

Code Manipulation

nipulation

ipulation
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Specitying the Coupled Model: Attack

ificati PCS Functionalit
Host H, Specification y _ PCS Manipulation
Privilege Levels PCS Applications v - - ;
User O Development & Calibration C anual Measurement -pooling
Root () Process Control () () Instrument n
) . Modified Instrument Calibration
Host Environment State Estimation O Y > ==
: ) () Instrumentn
Operating System O Operator Interaction (Ol) O . .
. Manual Instruction Spoofing
Non-PCS Applications O : :
Data in Non-Volatile Memory

. Actuator m
Modified Actuator Calibration
. Actuator m

Calibration Data O
PCS Application Source Code O

Ol Configuration Data O

Manual Operator Spoofing

Domain of Control Authority

Global O

Sub Process q O

State Estimation Parameter Manipulation

() Processq
State Estimation App Code Manipulation

() Process q
Control Parameter Manipulation

() Process q
Control App Code Manipulation




Specitying the Coupled Model: Consequences AEL

PCS Manipulation

Manual Measurement Spoofing
Instrument nO
Modified Instrument Calibration
Instrument no
Manual Instruction Spoofing
Actuator mO
Modified Actuator Calibration
Actuator mO

Manual Operator Spoofing

Host pO
Host po

Manual Ol Display Manipulation

Host pC

Automated Ol Display Manipulation

Host po

State Estimation Parameter Manipulation

Process qo
State Estimation App Code Manipulation

Process qC
Control Parameter Manipulation

Process qo
Control App Code Manipulation

Process qO

Automated Operator Spoofing

Process attacks are specified by PCS
functionality co-option pre-conditions and
consequence post-conditions.

19



Model-Based Analysis

State Reachability
Risk Assessment

Risk Management

20



Petri Nets for Attack Modeling

(O places represent conditions (resources, access)
(® tokens represent satisfied conditions (resource exists, attacker has access)
| transitions represent events (atomic attack steps)
(O— input places are the event’s preconditions
I— output places are the event’s postconditions
@®—F—( atransition is enabled when its input places are marked

(O—F—(® an enabled transition can fire, removing input tokens and adding output tokens

I

host, host,
host, host,
user sshd bof O user
root O »(O root
sshd O sshd

link to host; link to host,



Petri Nets for Attack Modeling APL

(O places represent conditions (resources, access)
(® tokens represent satisfied conditions (resource exists, attacker has access)
| transitions represent events (atomic attack steps)

(O— input places are the event’s preconditions

I— output places are the event’s postconditions

@®—F—( atransition is enabled when its input places are marked

(O—F—(® an enabled transition can fire, removing input tokens and adding output tokens

O

host, host,
host, host,
user @wbof QO user
root O »® root
sshd O (© sshd
link to host, (® (® link to host,
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Finding the reachable set is NPP-hard! HEL

Build a tree of all markings reachable from some initial
marking:

I {100}
/L ‘t3 Vi
t t {010}
® f (=) 2 .
b, 0 D; o0
100
{003} {020}
It It

. {012}, {012}
—

{004} {021}

The state space Is, in general, countably infinite.

Even when finite, it is at least O(2N) big.



Practical Alternative: Coverability

Look for cases of strict monotonicity in t
the reachability tree: I
m<m’andm-> m’ J\
L5} t
@ :I > :I 2 >
_/
Py P2 Ps3
{100}
Accelerate the marking ltl #
{010}—{010}<_#
The sequence {t,, t;} can fire from m’, ltz # #
so all places p such that < {O 02 } >
m(p) <m’(p) are unbounded
! [t #
{011}

01 By {Oﬁm}
(01l {oTw} {oalum}}L{ozlm}
t, t,

t{Oww}t{Omm} {0oo}

{Ooow} {Ooo}

Source: R. Karp and R. Miller, “Parallel program schemata,” Journal of
Computer and System Sciences, vol. 3, pp. 147-195, 1969.
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Defining and Evaluating Risk Metrics

APL

In the Coverability Set CS,
one or more of the
Process Failure Modes m!
will be marked.

Each of these Process
Failure Modes has
associated Material
Consequences c'.

Our metric:
Risk = max{c'|m' € CS}

25



Trace-back for Risk Management

APL

Host H, Specification

Identify and Evaluate the

Value of preventing first-order

transitions that lead to
Process Failure Modes

Privilege Levels PCS Applications

User C Development & Calibration C
Root C Process Control C

Host Environment State Estimation C

Operating System C

Operator Interaction (OI) C

Non-PCS

PCS Manipulation

PCS Manipulation

Manual Measurement Spoofint

O Instrument n

Modified Instrument Calibration
O Instrument n
ion S .

Data in Volatile Memory

Measurement (")

State Estimate (")

Instruction Set O

Control Parameters (")

State Estimation Parameters (")
Control Override Switch O

Calibration Data C
PCS Application Source Code
Ol Configuration Data

Global ()

Sub Process q C

External /0
Instrument n
Actuator m

Local Ul Input C

Local Ul Output C

Actuator m
Modified Actuator Calibration
(O Actuator m

Manual Measurement Spoofin

Instrument n O

Modified Instrument Calibration
Instrument n O

Manual Instruction Spoofin

Actuator m ()
Actuator m(C)
Manual Operator Spoofing

Host pO
Host pO

HostpO
HostpO
State Estimation P . }

Process q O

. .
Process qO

. .
Process qo

Identify and Evaluate the Value
of preventing higher order
transitions that lead to
preconditions of high-value first-
order transitions
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Trace-back for Risk Management

APL

A transition t is a “first-order”
transition if at least one of its
post-conditions is a process
failure mode, m, and it is enabled
in at least one marking in the
coverability set.

Let T, denote the set of first-order
transitions

The subset S, c T, is assigned a
value derived from the set of
consequences avoided if the
transitions are rendered inactive:

(VA= Z{Ci |(VteS,)m' et® A(Vi'e Tl)(t'gé S, —>met” )} (1)
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Trace-back for Risk Management

Host H, Specification

Privilege Levels

User O

PCS Applications

Root () Process Control ("}
Host Environment State Estimation
Operating System C Operator Interaction (OI) O
Non-PCS Applications (")

Development & Calibration C

V> =

State Estimation Parameters

Calibration Data
PCS Application Source Code
Ol Configuration Data

PCS Manipulation

ssssss

cccccc

ssssss

" (vt, €S,)3t, S, A ;L))
;f A (Sz - 82) —(3t, e Sl)(Vtz e Sz)(t;m’tl)z %

A transition t is a “second-order”
transition if at least one of its post-
conditions is a precondition for a
first-order transition,t € T, and it is
enabled in at least one marking in the
coverability set.

Let T, denote the set of second-order
transitions

The subset S,c T, is assigned a
value derived from the set of
consequences avoided if the
transitions are rendered inactive:

N

T
—~
N
~

J

APL
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Demonstration: PCS

Internet

Historian HMI

Corp Net ODBC MS Server
XP <P
Web Browser .
MS Office F\ |

g . (g9 ‘
<SS Maintenance é MTU
, XP

Server
FTP i () . FTP
XP A ﬂ/\ PLC
Remote Password |

P
H

Firewall rules

BLOCK inbound connections from Internet to PCS
ALLOW outbound from PCS to Internet

ALLOW ODBC and FTP allowed from Corp to PCS

Engineering
Workstation
XP
Web Browser

MS Office
FTP
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Base Case

o

Corp Net |

Internet

Historian HMI

Web Browser
MS Office r\l
.gu Maintenance

Server

FTP
XP
Remote Password

Initial Conditions

ODBC MS Server
XP
| Engineering
Workstation
XP

(i) Web Browser
MTU MS Office
) XP FTP

bt FTP
~h &g PLe

E-(E E.:J RTU

Coverability Set
(Reachable Adversary Control)

Internet: Root Access
Dial-up: Root Access

Historian: user, root
HMI: user
Maintenance: user, root
MTU: user, root
Engineering: user, root
Corp: user, root

30



Trace-back: First-Order Transitions

APL

PCS Manipulation

Operator Spoofing O

Control Code Manipulation d

Operator Display Manipulation O

Manipulate System State Estimation O’
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Trace-back: Second-Order Transitions

MTU

PCS Applications
Development & Calibration 8

Process Control

State Estimation O PCS Manipulation

Operator Interaction (Ol) O

OODerator Spoofing

Data in Volatile Memory
Measurement

\_OCOntroI Code Manipulation
via FTP

State Estimate

) Workstation
Instruction Set

OODerator Display Manipulation
PCS Applications

Development & Calibration O
Process Control O

Control Parameters
State Estimation Parameters

OManiDuIate System State Estimation

OOOO00

Control Override Switch

State Estimation O

Calibration Data O - .
Data in Volatile Memory

PCS Application Source Code O Measurement ()
Ol Configuration Data O State Estimate O

Instruction Set O
Control Parameters O
State Estimation Parameters O

Control Override Switch O

Data in Non-Volatile Memory
Calibration Data
PCS Application Source Code

Ol Configuration Data O




Network Separation

Internet

Historian
Corp Net 3 ODBC
3 XP

XP
Web Browser
MS Office

Workstation

‘ ‘\@ Engineering

Maintenance
Server

FTP FTP

XP
Remote Password

i (€Y T
B e
E(t)) e
éﬂ/{ RTU

Firewall rules

BLOCK all connections from Internet to/from PCS, Historian, Engineering
ALLOW FTP to/from Corp to Engineering

ALLOW FTP to/from Engineering to PCS

ALLOW ODBC from Corp to Historian

ALLOW ODBC from Engineering to Historian

ALLOW Modbus from PCS to Historian

|
(te)
é MTU 3 HMI
- XP MS Server

XP

Web Browser
MS Office
FTP
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Network Separation

Corp Net

XP
Web Browser
MS Office

Internet _
Historian

; ODBC
XP
’ i
Engineering yp
% Workstation  web Browser
|

MS Office

Maintenance
Server

FTP
XP

Remote Password

Initial Conditions

FTP

HMI
MS Server

Coverability Set
(Reachable Adversary Control)

Internet: Root Access
Dial-up: Root Access

Historian: user, root
HMI: user
Maintenance: user, root
MTU: user, root
Engineering: user, root
Corp: user, root
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Internet

Network Separation
Historian
Corp Net

; ODBC
XP XP
Web Browser '
MS Office
%\D Engineering
|

Workstation

Maintenance
Server

FTP
XP
Remote Password

Coverability Set

XP

Web Browser
MS Office
FTP

(o)
: XP MS Server
(G EHLJ

Initial Conditions (Reachable Adversary Control)

Internet: Root Access Historian: user, root

Dial-up: Root Access HMI: user
Maintenance: user, root Sam € as
MTU: user, root Base Casel!
Engineering: user, root

Corp: user, root
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Separation and Patch

Internet
Historian
Corp Net ~ ODBC
XP XP
Web Browser .
MS Office

Workstation \web Browser
MS Office
FFP

| . (t21) |
Maintenance é MTU HMI
Server XP MS Server
PR i () e i
@ b e

RemotePassword
i(t)) e
éﬂ/{ RTU

‘ ‘\@ cngineering 1,

Firewall rules

BLOCK all connections from Internet to/from PCS, Historian, Engineering
BLOCK FTP to/from Engineering to PCS

ALLOW FTP to/from Corp to Engineering

ALLOW ODBC from Corp to Historian

ALLOW ODBC from Engineering to Historian

ALLOW Modbus from PCS to Historian
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Separation and Patch

Corp Net

XP
Web Browser
MS Office

Internet

Historian
ODBC
XP
i

Engineering o
% Workstation  web Browser

MS Office

Maintenance
Server

FTP
XP

RemotePassword

Initial Conditions

FFP

|
(te1)
é MTU HMI
XpP MS Server
i P
! (te2) T
by e
E (i) e
-fiy) R

Coverability Set
(Reachable Adversary Control)

Internet: Root Access
Dial-up: Root Access

Historian: user, root
HMI: none
Maintenance: none
MTU: none
Engineering: user, root
Corp: user, root
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Mission Impact

APL

Coverability Set (Base Case)

Historian: user, root
HMI: user
Maintenance: user, root
MTU: user, root
Engineering: user, root
Corp: user, root

Coverability Set (with DMZs)

Historian: user, root
HMI: user
Maintenance: user, root
MTU: user, root
Engineering: user, root
Corp: user, root

Inducible Process Failure Modes:

1. Small qty gaseous ammonia discharge to dilution drum
1A. Large qty gaseous ammonia discharge to dilution drum
2.  Automated fill task disabled

2A. Large qty liquid ammonia discharge to dilution drum
3. Tank Overfill

4. High-pressure gaseous ammonia discharge from

damaged plumbing

5. High-pressure liquid ammonia discharge from
damaged plumbing

6. Low-pressure gaseous ammonia discharge from
damaged plumbing

Coverability Set (with DMZs and Patch)

Historian: user, root
HMI: none
Maintenance: none
MTU: none
Engineering: user, root
Corp: user, root

Inducible Process Failure Modes:

None
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Conclusions gBL

Highly conservative approach
* Provides an upper bound on “known” risk
* Implicit assumption that the IDS/IPS has failed

Difficult to scale without simplifying assumption (monotonicity)
* Not bad, this is common and reasonable assumption
* Can practically deal with network of up to O(10k) hosts

* Good complement to our current work
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Current and Future Work

Scalability
Metrics

Active Defense
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Questions
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Backup
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Automated Petri Net Generation AEL

Input: exploits and network attributes
each exploit has a set of pre- and post-conditions

network attributes includes host properties and connectivity
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Host 1: attack
linkto1 O AttaCk
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'
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s HostN: over flow
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PCS Model
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Adapted from:

(1) K. Stouffer, J. Falco, and K. Scarfone. Guide to Industrial
Control Systems (ICS) Security, National Institute of Standards
and Technology, U.S. Department of Commerce, 2008.

(2) N. Balasubramanian, C-T. Chang, and Y-F. Wang, Petri-Net
Models for Risk Analysis of Hazardous Liquid Loading
Operations. Industrial and Engineering Chemical Research, Vol.
41, pp. 4823-4836, 2002.
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Remote Manual Control of
e V1-V3,V9-V12
* Compressor

* Refrigeration System

Automation of

* Compressor Prime
Process

e Tank Fill Process

* Compressor Shut-down
Process
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PCS Model
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(1) K. Stouffer, J. Falco, and K. Scarfone. Guide to Industrial
Control Systems (ICS) Security, National Institute of Standards
and Technology, U.S. Department of Commerce, 2008.

(2) N. Balasubramanian, C-T. Chang, and Y-F. Wang, Petri-Net
Models for Risk Analysis of Hazardous Liquid Loading
Operations. Industrial and Engineering Chemical Research, Vol.
41, pp. 4823-4836, 2002.
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Hosts on TCP/TP Ethernet:
* Historian

e MTU

e HMI

* Workstations

¢ Maintenance Server

Field Components:
e 3RTUs
* 2PLGCs

Communicate with MTU
over radio serial link
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Host Access to Process Control Coupling 4P|

PCS Functionality

PCS Applications
Development & Calibration 8

Process Control

State Estimation O
Operator Interaction (Ol) O

Data in Volatile Memory
Measurement O

State Estimate O

Instruction Set O

Control Parameters O

State Estimation Parameters O

Control Override Switch O

Data in Non-Volatile Memory
Calibration Data O

PCS Application Source Code O
Ol Configuration Data O

PCS Manipulation

Domain of Control Authority

Global O

Sub Process q O

External 1/0
Instrumentn

Actuator m
Local Ul Input

Local Ul Output

Manual Measurement Spoofing
O Instrument n

Modified Instrument Calibration
O Instrument n

Manual Instruction Spoofing
OActuator m

Modified Actuator Calibration
OActuator m

Manual Operator Spoofing

O Host p

Automated Operator Spoofing

O Host p

Manual Ol Display Manipulation

O Host p

Automated Ol Display Manipulation

O Host p

State Estimation Parameter Manipulation

O Process g

State Estimation App Code Manipulation

O Process g

Control Parameter Manipulation

() Processq

Control App Code Manipulation

O Process q
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Process Failure Mode Details APL

Case 1: Valve V11 Fails Open prior to executing Task 4 (Part of Automated Task)
e Consequence: Gaseous ammonia discharges into dilution drum
e Resources Required: Any one of the following
e MTU root (manipulate automation software on host)
o Workstation root (manipulate automation software via FTP)
e Maintenance server super-user (manipulate automation software via FTP)

Case 1A: Valve V11 Fails Open prior to executing Task 4 AND V11 state spoofed as
closed at HMI (Part of Automated Task)
o Consequence: Large qty gaseous ammonia discharges into dilution drum
e Resources Required: [HMI root (manipulate state representation driver) OR
MTU root (manipulate state tracking software)] AND any one of the following

e MTU root (manipulate automation software on host)
o Workstation root (manipulate automation software via FTP)
e Maintenance server root (manipulate automation software via FTP)
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Process Failure Mode Details APL

Case 2: Valve V12 Fails Open during execution of Task 2 (Manual operations)
o Consequence: Automated Fill Task (Tasks 3,4, and 5) will be disabled

e Resources Required: Any one of the following

o HMI user Access (Issue direct instruction)

e MTU user access (Spoof HMI instruction)

Case 2A: Valve V12 Fails Open during execution of Task 2 (Manual operations) without
being noticed at HMI

o Consequence: Large quantity liquid ammonia discharge to dilution drum

e Resources Required:
e MTU super-user access (spoof HMI instruction and manipulate state tracking

software on host)

o Workstation root (manipulate automation software via FTP)
¢ Maintenance server root (manipulate automation software via FTP)
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Process Failure Mode Details APL

Case 3: Liquid Level Sensor Failure during execution of Task 4 (Part of Automated Task)
* Consequence: Overfill of tank
* Resources Required:
* MTU super-user (manipulate automation software on host)
* Workstation super-user (manipulate automation software via FTP)
* Maintenance server super-user (manipulate automation software via FTP)

Case 4: Valve V3 Fails Closed after Compressor Warm-up during execution of Task 3 (Part
of Automated Task)
* Consequence: Pressure Surge at V3 induces structural pipeline failure and discharge
of high-pressure gaseous ammonia from damaged plumbing

* Resources Required:
* MTU super-user (manipulate automation software on host)
* Workstation super-user (manipulate automation software via FTP)
* Maintenance server super-user (manipulate automation software via FTP)

49



Process Failure Mode Details APL

Case 5:

Case 6:

Valve V9 Fails Closed during Task 4 (Part of Automated Task)
Consequence: Pressure Surge at V9 induces structural pipeline failure and discharge
of high-pressure liquid ammonia from damaged plumbing
Resources Required:
* MTU super-user (manipulate automation software on host)
* Workstation super-user (manipulate automation software via FTP)
* Maintenance server super-user (manipulate automation software via FIP)

Refrigeration System Fails
Consequence: Increase in pressure on gaseous ammonia pipelines and low-pressure
gaseous ammonia discharge from damaged plumbing
Resources Required:
* MTU super-user (manipulate automation software on host)
* Workstation super-user (manipulate automation software via FTP)
* Maintenance server super-user (manipulate automation software via FTP)
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