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Presentation Outline

» Background on Electricity Infrastructure Operation
» Need for Advanced Decision Support Tool

» Features of the Advanced Visual Analytic Decision
Support Tool

» Conclusion and Future Work
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Background T Complexity of Electricity Infrastructure

Operations

Human Errors _ _
Ice & Lightening Storms

Physical Attacks

Cyber Attacks
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The need to improve situational awareness became clear.

Consequences of Poor Situational Awareness
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The need to improve situational awareness and

decision-making became clear

» Contributing factors identified:
® Human error
m Poor display design
m Lack of operator situation awareness

» Wide Area Situation Awareness (SA) is recognized as a
critical requirement

» Improved interfaces and decision support is one of the
five fundamental technologies that will drive the Smart
Grid
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Background i Inadequacy in Network Operations

»Todayodos Net wor ke

Tools

® Mainly experience-based

® Raw/Tabular presentation
dominates

m Data volume and complexity can
overwhelm operators

B |nadequate support for real-time
situational awareness and
decision making

» There is a technical gap
between data and actionable
Information

LE(TG_VI ON_SUMMARY STCAJEMS] EMSA (A)  Page:] - Yiemport A - Localiabitat Jﬂﬂ
Fie Navigste HOEIATdpsicans EMF Appkcatirs Reeldlipiaps st Diglays Hep _
Q0-8-0-xB-B¢-=S0mprC~9F || H10- ruuwswm‘,.ﬁ".,
i-D51A00/8BBLELT
Confingency Violations ‘g mmmmmmmmmm S e Ve e e B vk Type and U
Companent¥iatons: et i e | SICA  STUDY  COMPLETE
=Y [ & [ e ]+ o
Hew Waritored Bemest Description Tpe CI6  CIG  Rang  Dev | % Rafing
‘Wam Vale | Vae Base
Cantingency0: CB38 Deserigtion: ID="CB38", C1G=162 Class: M5
¥ | GENERATIONLOSS 16 6 s 6w 0
Cantingency10: CB_6 Deserigtion: ID="CB_6~, C1G=130 Class: M5
¥ GENERATIOMLOSS 16 TH SN 25 uED ;]
Canfingency 10: XF10 Deserigtion: ¥F=G1 ST= LAKEVIEA! Class M5
¥ GENERATIONLOSS 16 s @ 6o 0
Contingency 1D XF35 Deseription: KF= 64 ST= CHEMAUK Class M5
¥ GENERATIONLOSS 16 wm o W ws
Canfingency 10 XF36 Deserighion: ¥F=G1 ST= CHFALLS Class: M5
¥ GENERATIONLOSS 16 o m oax w2 0
Cantingency 10: XF_3 Desrigtion: ¥F=62 ST=DOUGLAS Class M5
¥ GENERATIONLOSS 16 ™o o 0
Cantingency 10: ZBR1 Deserigtion: ID="ZBR1", C16=75 Class M5
¥ GENERATIONLOSS 16 ™m0
Confingency I0- HVDOO3 Deserigtiorn: ID="POLEAR" POLE1RPOLEZR OUTAGE Class: 200
¥ TS @CHENALK BR i fS8 185 3% 165 WSHO
125 I 165 BER
UM M5 1356 HORM
¢ TES  @PCION B A5 56 1255 3 1284 LOSHE)
1% I 164 BER
UM M5 1354 HORM
Cantingency10: CB_8 Deserigtion: ID="CB_8", C1G=132 Class: 138
¥ LOADLOSS 1L I I (X B
Tabular raw presentation of
violations without processing
& ENSEEMSAED] EMSGENSEED] [enzam et i
B BB Y0 I 18 | Boroew e [[Froymam s, ke B2I%5 cnm

Pacific Northwest
NATIONAL LABORATORY

Proudly Operated by Battelle Since 1965



What Kind of Decision Support Tool We Need?

» A tool can help operators on solving following questions:
® Whatis the current system status?
I Detect problems
® |s the network becoming compromised?
I Recognize developing problems
® What would the problem cause to the network?
I Predict consequences of failures
m How effective would our response be to the problem?
I Evaluate potential operator actions
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Overall Technical Approach

now future

Affected Assets

,‘ Cro‘mi‘hgencies

1. Improve situational
awareness by turning
large amount of data
into a geographical
domain in a color

Identify system trends
by performing trending
analysis

Mstatistical trending analysis

scheme
Asignature/risk analysis
4
State Contingency
Estimation Ana|ysis

3.

Predict consequences of
problems by analyzing
the pattern of the impact

Mstatistical analysis and pattern
recognition

4.

Assess effect of
alternative actions via
interactive risk analysis

A Interactive evaluation of
candidate control actions
A Rank and provide guidance

e = |
v o ‘\°1’= -

-
T s e -
p

e - -
Contingencies,
S o€ et

>—> Operator —

Pacific Northwest
NATIONAL LABORATORY

Proudly Operated by Battelle Since 1965



1. Visual Analytics for Risk Assessment (1)

» Risk Index Definition
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®m Transmission Line Risk index: R %= P 1004
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» Multi-Layer Risk Index
B Superimpose risk indices for multiple possible configurations
R% = max(R%;)
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1. Visual Analytics for Risk Assessment (2)
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» Visual Representation of 200 layers of possible futures
RISk |ndiceS in the western powrr grid

m Gaussian color mapping
with green/gray/red scale
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1. Visual Analytics for Risk Assessment (3)

» Time Series Analysis

B Scenario: western power grid
with increasing stress and lost

element
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