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Agenda For This Afternoon

1:30 Future of PCS Security Technology introduces five topic
areas for discussion and comment

1:45 Attendee interaction/discussions at five breakout tables
2:45 Rob Cunningham will discuss National R&D priorities

3:15 UIf Lindgvist will facilitate report backs from the breakout
session and audience interaction

4:30 Wrap-up by Rob Cunningham
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What We Want to Accomplish

e Share our analysis of future security research
* Describe an approach to researching selected topics
« Solicit input from you on these topics

« Listen to your ideas about other key research
challenges

 Develop a proposal for future funding
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Inputs to Our Strategic Planning

InfoSec Research Council Hard Problems (November 2005)
Energy Sector Roadmap (January 2006)
Water Sector Roadmap (March 2008)

Chemical Sector Cyber Security Strategy (september 2006)

Gap Analysis for Survivable PCS (3p team 2008)

Hard Problems in Process Control Security (13p team June 2008)
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Results of Our Analysis:
Research Topics Our Team Can Effectively Address

e Trustworthy Communications
 Actionable Security Metrics

* Digital Forensic Tools

« PCS Simulation and Emulation

 Cyber Security Standards
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The Breakout Session Process

We have allowed one hour for the breakout session
Choose one or more breakout tables to visit

Listen, question, and provide input to the
moderators at each table

Comments will be collected (no attribution)

Results will be summarized in report back
discussion
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Trustworthy Communication

Room 335A
# Learn about

C Hardware-based security for physically insecure
devices

C Scalable key management for dependability
C Designs validated through formal analysis

U Can specialized hardware be cost-effective?
U Should we transition away from legacy systems?
U What are your pressing needs?

Moderators: Apu Kapadia, MIT/LL, Bob Huba, Emerson
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Actionable Security Metrics

Room 335B
# Learn

C How metrics can help identify security problems
C Some existing tools that can measure some of these metrics

CFuture research directions con
security metricso

U Where is there very predictable behavior in PCS
operations?

U What kinds of actions would your site take if a vulnerability
were discovered?

U What kinds of actions would your site take if a (past)
penetration were discovered?

U What kinds of actions would your site take if an active
Intrusion were detected?

Moderators: David Nicol, UIUC, Charles Palmer, I3P Chair
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Digital Forensic Tools
Room 335B

Problem - Digital forensics in the IT world is a well defined and
understood concept, but not so for the PCS environment

# Learn how
C To collect, transmit and store PCS data

C The new field of live-forensics can help in responding
to ongoing events

C Process state estimation can support forensic efforts
by using dynamic analysis

U How do you ensure that availability requirements are
satisfied?

U If asystem is not operating as expected, is it safe to
continue operation?

Moderators: Mauricio Papa, U of Tulsa, Scott Crane, Williams
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PCS Simulation and Emulation
Room 335B

# Learn how

C Cyber security experts are using modeling and simulation
to discover and understand vulnerabilities

C To test the feasibility and efficacy of new security
technologies

C To train engineers and operators how to detect attacks
and defend their systems

U How would you use these new models to improve your
security posture?

U How would you prioritize the features added to future
control system modeling environments?

Moderators: Bryan Richardson, Sandia, Steve Elwart, Ergon
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Cyber Security Standards

Room 335C
# Learn

C About current APl 1164 and SP99 revision status and
major changes

U What major challenges do you see in adopting APl 1164 in
other industries, i.e. not the petroleum industry?

U What level of technical detail should an industry standard go
to?

U Should the standard specifically state that a certain
manufacturer make and model be used to the exclusion of
all others?

Moderators: Morgan Henrie, MH Consulting, Eric Cosman, Dow
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PM: The Future of PCS Security

1:. 15 Today’'s Technology Launching To
1:30 The Future of PCS Security: Technological Challenges
1:45
The Future of PCS Security: Technological Prospects
Trustworthy Communication—335A Actionable Security Metrics—335B
Cyber Security Standards—335C  PCS Simulation & Emulation—335B
Digital Forensic Tools—335B

2:45 National R&D Priorities

3:15 Discussion: How Do We Get There?
4:30 Wrap Up: What Next?

5:00 Adjourn

6:00 ENTELEC Welcome Reception
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* Please be back in your seats in 1 hour
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Energy Sector Roadmap

— Measure and Assess Security Posture. Companies should thoroughly
understand their current security posture to determine system
vulnerabilities and the actions required to address them.

— Develop and Integrate Protective Measures. As security risks are
identified, protective measures should be developed and applied to
reduce system risks.

— Detect Intrusion and Implement Response Strategies. Because few
systems can be made totally impervious to cyber attacks all the time,
companies should possess sophisticated intrusion detection systems
and a sound response strategy.

— Sustain Security Improvements. Maintaining aggressive and
proactive control system security over the long term will require a strong
and enduring commitment of resources, clear incentives, and close
collaboration among stakeholders.

http://www.controlsystemsroadmap.net/overview.aspx
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Gap Analysis

Il n the report “Gap Anal ysi s
United States Military Academy (2008) technical
gaps are identified in five areas:

— Reduce opportunities for attack,
— Increase likelihood of detection of a cyber attack,
— Ensure the operators can recover from an attack,

— Implement a risk framework for certification and
accreditation, and

— Identify the security perimeter for assessing system
security.

17

W - P Institute for Information
| P8 B [ frastructure Protection

ﬂ

-



I3P PCS Team Hard Problem List

Scalable ubiquitous authentication of users and devices in
process control applications

Secure wireless communication in process control
applications

Security alarm management and timely response

Security maintenance (vulnerability identification and patch
management) in operational high-availability systems
management)

Cross-domain security attack detection and information
exchange

Balancing integration for business reasons versus
separation for security reasons

Provenance of process control stability data

Institute for Information
Infrastructure Protection




leRoadmap Mapping

Near-term Risk MAP RiskMAP RiskMAP
0-2 years APl 1164 APl 1164
Standards tandard
Mid-term APT APT OPSIM Tech Transfer
2-5 years SecSS NACIO University of
OPSIM DEADBOLT Tulsa
OPSIM
Long-term SecSS
5-10 years DEADBOLT
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leRoadmap Mapping — new topics

Near-term
0-2 years

Mid-term
2-5 years

Long-term

5-10 years

Metrics
Digital
Forensics
PCS Sim

Metrics
Digital
Forensics
PCS Sim

Trustworthy
Comms

Digital
Forensics
PCS Sim

Digital
Forensics
PCS Sim

Standards

PCS Sim
Standards

PCS Sim
Standards




