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Overview

Vulnerabilities in PCS and SCADA software threaten availability and integ-
rity of control and data acquisition services provided by these systems.

The DEADBOLT tool suite provides PCS and SCADA software developers
with state-of-the-art technology that facilitates automatic discovery of buffer
overflow and resource exhaustion vulnerabilities. Buffer overflow errors can
be exploited by a malicious attacker to make unauthorized changes to system
configuration, learn confidential information or force process control software
to fail. Resource exhaustion conditions can result in software failing to sup-
port legitimate operations (denial of service) and can be triggered by causes
ranging from simple equipment malfunction to a worm infection or a malicious
attack. Since availability and integrity of control system operations are of
critical importance, finding and addressing these errors in PCS and SCADA
software before it is deployed is paramount.
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“Software bugs, or errors, are so prevalent and so detrimen-

tal that they cost the US economy an estimated $59.5 billion
annually. Approximately 60% of the costs are borne by software
users and 40% by software developers and vendors. Although
all errors cannot be removed, more than a third of these costs
(an estimated $22.2 billion) could be eliminated by an improved
testing infrastructure that enables earlier and more effective
identification and removal of software defects.”

Source: “The Economic Impacts of Inadequate Infrastructure for Software
Testing”, NIST 2002.

The DEADBOLT tool suite focuses on helping software developers discover
these errors during implementation and testing phases of the software
development life-cycle. DEADBOLT supplements functional testing by

+ Statically analyzing program source code to identify potential vulnerabili-
ties,

+ Automatically generating test cases that trigger buffer overflows, memory
corruption errors or resource exhaustion, and

+ Providing detailed information about discovered errors, including exact
location of faulty code and input that triggers erroneous behavior.

DEADBOLT'’s error reports greatly facilitate debugging and enable software

developers to create more secure and robust implementations of PCS and

SCADA software.
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Key Features and Benefits

+ Bugs found and fixed before software is deployed
- Increased security from malicious attacks
- Increased robustness for day-to-day operations
+ Reduced cost and increased effectiveness of testing process
- Automated testing framework enables developers to spend more time
fixing bugs, less time finding them
* Reduced cost of maintenance
- Fixing defects in the field costs 13 times more than fixing them during
development*
+ Low cost of adoption
- Automatic code instrumentation via source-to-source transformation
enables DEADBOLT to work with any standards-compliant C/C++ compiler
+ More robust and secure software means safer, more efficient operations
for your customer
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implementation and testing phases of the software
development life-cycle. DEADBOLT tools require
source code for the application under test and a col-
lection of sample valid inputs. Final version of the tool
suite will be incorporated into an integrated develop-
ment environment (IDE), such as Eclipse, which
provides developers with easy navigation and editing
capabilities, debugger, performance profiling tools,
etc. This integration will ensure that DEADBOLT tools
are easy to use and leverage an environment already
familiar to developers.

Technical Description

DEADBOLT tools employ a state-of-the-art hybrid
approach to find software vulnerabilities. By
performing static analysis of source code first and
using results to guide dynamic testing, the tool suite
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char temp[MAX_LINE SIZE];
char *line_start = NULL, *line_end = NULL;
char *key_start = NULL, *value_start = NULL;

line_start = (char *)rawMsg;

line_end = strechr(rawMsg, line_delim);

while (line_end != NULL)

{
// extract the line
unsigned int length = line_end - line_start;
strncpy(&temp(0], line_start, length);

std:icout << "[* << temp << *]' << std::endl;

// extract key and value

key_start = &templol; =

value_start = strchr{&temp[0], field delim);

// some sanity checks
if (value_start == NULL)
throw bad_format_exception("Missing field delimiter");
if (value_start == key_start)
throw bad_format_exception("Empty key");
if (strchr(value_start+l, field delim))
throw bad_format_exception(*Too many field delimters");

if (*(value_start+l) == "\0') v
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Technology Transfer and Readiness: Bench-tested.
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