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* Anonymous network communication paths,
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tion system.

Functional Description

Our AAC system involves three elements, described below: 1) Cryptographic protocols for anonymous authentication of shared information,
2) Anonymous communication of shared information, and 3) Anonymization of the content of shared information.

Cryptographic anonymization. Cryptography-based anonymous authentication can facilitate information sharing through protection of identity and data.
The receiving center can ensure that messages are from authorized members of the group, but the center or eavesdroppers cannot determine which
member of the group sent the message. The sharing of sensitive information attributable to a particular user has risks that our cryptographic solution can
mitigate. Since anonymous communication opens the door for untraceable system abuse by insiders, our approach to cryptographic anonymity employs
message revocation (when warranted), yet retains true anonymity of the message sender.

Communication anonymization. Cryptographic anonymous authentication is not sufficient for identity protection. An observer of the communication
network might trace the path of information from the sending Domain to the Center. Therefore we need to anonymize network communication between
senders and the Center.

Content anonymization. The use of operational procedures and/or filtering techniques to anonymize or sanitize message content is an equally important
element to any solution.

Refer to the following paper for a detailed discussion of anonymous, authenticated communication. T. Draelos, C. Eliopoulos, A. Mcintyre, W. Neumann, R. Schroeppel, “Anonymous,
Authenticated Communication for Secure Sharing of SCADA and Control System Information,” in Proc. SCADA Security Scientific Symposium (S4), Miami, FL, Jan. 2007.
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Technical Description

The cryptographic protocols in our AAC system were developed and imple-
mented by Sandia National Laboratories. Communication and content ano-
nymization are important elements of our AAC system and can utilize existing
technology. The technical description of these three elements is provided
below. For communication and content anonymization, we list multiple options.

Cryptographic anonymization. The security of the cryptographic anonymiza-
tion protocols is based on the fact that all users have the same key material,
thereby ensuring anonymity within the group, yet authentication of group
membership.

+ All domains use the same key material. During initial setup, a hardware
token with random numbers is acquired from the Center.

* The key material changes daily to avoid proliferation. The Center randomly
generates and securely distributes a daily token.

* New encryption and authentication keys are generated for each message.
The message sender encrypts and authenticates the message and sends it
to the Center along with an index to the hardware token.

* Decryption and authentication keys are regenerated for each message.
Using an index from the message sender, the decryption and authentication
keys are regenerated from the common key material. The recipient can
decrypt the message and verify that it came from an authentic user, but
doesn’t know which one.

* The Center can revoke a message without revealing the sender’s identity.
Revocation tokens can be used to revoke a message without revealing the
message sender’s identify.

Communication anonymization. The communication options are listed in
order of weakest to strongest in terms of anonymity protection.

* Anonymous remailers (e.g., Simple, Mixmaster), Randomized proxy
networks (e.g., Crowds)

- Type 0 - Provides sender anonymity but no more

- Type 1 - Provides sender anonymity and some sender/receiver-
unlinkability

- Type 2 - Greatly improves traffic analysis resilience; May offer reply
e-mail services via pseudonyms and logging

+ Onion routers (e.g., Tor)

- Onion routers provide the strongest and most flexible anonymous
communications

- They are not enough for our needs since they provide no
authentication

Content anonymization. Content anonymity options include manual and
automated procedures to detect and prevent attempts (inadvertent or mali-
cious) to release sensitive information that could result in compromised
anonymity.
+ Manual

- Establish Clear Policies and Operational Procedures

- Train users on how to implement policy
+ Automated

- Structured forms with no free-text

- Information review and keyword filtering/modification

+ XML Stylesheets
- Bayesian filtering
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